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RAOZ PRACTICA O7 MIGUEL LILLO ROMERD

Ejercicio 1
a) Descarga e instala software que monitorice y supervise

el trafico de la red y realiza filtrado de servicios de red :
Syslog, SNMP y NetFlow.

Solucién:

Escenario
Win10H22_ 2-1

o
v
Miauelillo

SYSLOG voy a utilizar el software kiwi, lo instaré como Aplicacion

| B winton2z_ endo] - Orac| - o x|

R1

Extraer

Administrar

e Inicie  Compartir  Vista Herramientas de aplicacion
T

08233878 .
() Kiwi Syslog Server .82 Installer - i Frecwaesetup

Choose Operating Mode Tomafio
# Accesorspi SOlAarwinds The program can be run as a Service or Application

Eacidn 28,706 KB
I Escritorio

‘ Descargas (O Install Kiwi Syslog Server as a Service

|£] Documen|  This option installs Kiwi Syslog Server as a Windows service, allowing the
i . program to run without the need for a user to login to Windows. This option also
=] Imagenes, installs the Kiwi Syslog Server Manager which is used to control the service.

D Musica

B videos @ Install Kiwi Syslog Server as an Application

This option installs Kiwi Syslog Server as a typical Windows application,
f@ OneDrive requiring & user to login to Windows before running the application.

[ Este equipol

i Red

2022 Solarvwinds Worldwide, LLC, All rights reserved,

<

1elemento 1 elemento seleccionado 28.0 MB

58 O Escribe aqui para buscar. & = e P~ | & D A O wm T ) 13%,2:‘23 %
Miguelilla OBk &S EHil B @ @ eoomans

Configuramos la IP del router y para enviar registros al servidor SYSLOG
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Vamos al kiwi a File->Setup->Inputs e introducimos la IP del router

B winioH22_2 — a
Syslog Server (Free -
| File Edit View Help
i |£| [} & @ Display 00 [Default) - » Compare features of the free and licensed versions
Date | Time | Priority | Hostname ‘ Message )
|
| [«#] Kiwi Syslog Server Setup X
X (] G u u (7] Inputs Input options
(= Fermatting ~ .
Custom file formats ™ Beep on every message received
Custom DB fi it:
ustom ormats [~ Enable IPvE support
[z DNS Resolution
DNS Setup IPvE support is not available in Free version of Syslog.
DNS Caching UDF Input options
hiodifiers
Scripting TCP Input options
Display Secure TCP Input options
Appearance SNMP Input options
E-mail Keep-alive Input oplions
(= Alarms.
Min message count Receive messages from below IP addresses
Max message count
Disk space monitor
NMessage queue monitor
= Inputs
uor
TCR 192 168 10 4 Add
Secure TCP
SNMP Only 5 message sources are allowed in Free version of Sysl
Keep-alive Get unlimited inputs in the licensed version. =:gyy Now
Test message
Defaults/import/Export w
Help | 0K | Cancel ‘ Apply |
v
100% | O MPH 1845 | 11-10-2023
— - = i G435 PM
T} : r i an
= ~ .
58 O Escribe aqui para buscar. = e B~ | ] 1{10{2023 %:,
| e QOB S BRAG®acemns

Generamos trafico para ver registros

e
=
e
e
=
L=
e

Kiwi Syslog Server (Free Version 9.8) -
File Edit View Help
o |£| i &\, Q |Display 00 [Default) ﬂ ¥ Compare features of the free and licenzed versions
Date | Time | Priority | Hostname | Meszage
11-10-2023 18:51:58 Local?.Info 192.168.10.2 lgeﬁc::;r':ln‘:a:::igJ 8:51:57.187: %5Y5-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.10.10 port 514 started -

11-10-2023 18:51:57 Local7 Motice 192.168.10.2 34: *Mov 10 18:51:51.187: ZLINEPROTO-5-UPDOWH: Line protocol on Interface LoopbackD, changed state to up
11-10-2023 18:47:54 Local7 Hotice 192.168.10.2 33: *Mov 10 18:47:52.647: %Z5YS5-5-CONFIG_I: Configured from console by console

Miauelillo
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Si cicamos en View Static podemos verlo en formato de grafica los registros

también las estadisticas

W Win10H22_2 [Corriendo] - Oracle VM VirtualBox

Archivo Maguina Ver Entrada Dispositives Ayuda

Kiwi Syslog Server (Free Version 9.8)
File Edit WView Help

3 4 @\A ) |Display 00 (Defaul)  ~

- [m] X
— >

> Compare features of the fiee and licensed versions

Date lI\y| Time | Priority ‘ Hostname | Messzage
11-10-2023 19:05:43 Local?.Info 192.168.10.2 38: *Mov 10 19:05:42.191: %5Y5-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.10.10 port 514 started -
reconnection

11-10-2023 19:09:42 Local? Motice 192.168.10.2 37: *No¥ 10 19:05:37.183: ZLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0. ch d state to down

11-10-2023 19:05:42 Local7.Notice 192.168.10.2 36: *Nov 10 19:05:36.183: 2LINK-5-CHANGED: I f Loopbackd, ged state to ly down

11-10-2023 18:51:58 Local?.Info 192.168.10.2 35: *No¥ 10 18:51:57.1687: Z5Y5-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.10.10 port 514 started -

reconnection
11-10-2023 18:51:57 Local? Notice 192.168.10.2 34: *Nov 10 18:51:51.187: ZLINEPROTO-5-UPDOWN: Line | on Interface Loopback0. ch d state to up
11-10-2023 18:47:54 Local7.Notice 192.168.10.2 33: Moy 10 18:47:52.647: 25Y5-5-CONFIG_I: Configured from le by I
Miauelillo
{ |
File Edit View Help File Edit View Help File Edit View Help
i |ﬂ A } |Display 00 [Default) - & |i| A J |Display 00 [Default) hd | o A /| Display 00 [Default) i
| .
|| Syslog Statistics > [ Syslog Statistics ™ F- [ Syslog Statistics s
Histary [24hr]1 Seventﬂ Top 20 Hosts] Counlers] Histary [1hr]] Histary [24hr) Top 20 Hosts] Eounters] History [1hf]] History [24hr]] Severit
Level / Message count | Percentage | [Host name tdeszage count | Percentage
0-Emerg 0 000z il 192.168.10.2 E 100.00%
1-Alert 0 0.00% g
2 -Crtical 0 0o |
3-Emar 0 000
4 -Waming 0 000 i
5 - Notice 4 BEETZ |
E - Info 2 3333%
7-Debug 0 0.00%
Help [F1] Refresh [F5) Close | Help [F1) | Fefiesh [F5 Close | Help F1] Refresh [FG) Close

En caso de querer verlo en formato HTML seleccionamos la celdas Clic derecho—> Copy

Selected Items as HTML

[ Win10H22_2 [Corriendo] - Oracle VM VirtualBox - o X
Archivo Magquina Ver Entrada Dispositivos Ayuda
Kiwi Syslog Server (Free Version 9.8) — ®
File Edit View Help
& Em A ) |Display 00 (Defaul)  ~ > Compare features of the free and licensed versions
Date Time Priority Hostname | Message ~
B 19.05.43 Locali.info  192.168.10.2 38. “Hov 10 19.05.42.191; Z575 6 LOGEINGHOST_STARTSTOF: Logging to host 192.168.10.10 port 514 starled -
11-10-2023 19:0542 Local7Notice 192.168.10.2 37: *Now 10 18:05:37.183: ZLINEPROTO-5-UPDOWN: Line protocol on Interface LoophackD. changed state to down
11-10-2023 19:05:42 Local7 Motice 192.168.10.2 36: *Mov 10 19:05:36.183: ZLINK-5-CHANGED: Interface LoopbackD, changed state to administratively down
11-10-2023 18:51:58 Local7.Info  192.168.10.2 35: *Now 10 18:51:57.187: Z5¥S-6-LOGGINGHOST_STARTSTOP: Logging to hast 192.168.10.10 port 514 started -
reconnection
11-10-2023 18:51:57 Local7 Motice 192168.10.2 34: *Mov 10 18:51:51.187: ZLINEPROTO-5-1 Select All ickD, changed state to up
11-10-2023 18:47:54 Local7.Notice 192.168.10.2 33: *Nov 10 18:47:52.647: %SYS-5-CONFIG_
Copy Selected Items
Copy Selected Items as HTML
Highlighting Options Iy
Show/Hide Columns >
Choose Font
v
100% | 3 MPH 1917 | 11-10-2023
I8 O Escribe aqui para buscar, =T I~ ~ T LM =Y
: =] n ) e N0 13
Miouslillo GO S |EET]E EeoqMas

4123
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Con wireshark podemos capturar el trafico Syslog que informa por el puerto UDP 514

- O X
L_-jc) IREQe==2F 2 5/EaQaE
[.ludp.port ==514 [X] '] +
Mo. Time Source Destination Protocol  Length Info
78 134.738782 192.168.18.2 192.168.10.18 Syslog 129 LOCAL7.ERR: 42: *Nov 10 19:44:23.887: XLINK-3-UPDOWN: Interface Loopback®, changed state to
|: 71 134,.738833 192.168.18.2 192.168.10.10 Syslog 151 LOCAL7.NOTICE: 43: *Nov 10 19:44:24.887: ZLINEPROTO-5-UPDOWN: Line protocol on Interface Log
72 135.739881 192.168.18.2 192.168.18.1@ Syslog 164 LOCAL7.INFO: 44: *Nov 18 19:44:29.815: ¥5YS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.16
< >
> Frame 72: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on interface -, id @ 210 88 96 B8 B2 Be A
> Ethernet II, Src: ca:@1:2a:b4:80:80 (ca:@1:2a:b4:88:88), Dst: PcsCompu_bb:2e:1a (88:88:27:bb:2e:1a) Ge2e Ba Ba cb 88 B2
> Internet Protocol Version 4, Src: 192.168.10.2, Dst: 192.168.10.10 - r
eg48 3a 32 39 2e 30
> User Datagram Protocol, Src Port: 58696, Dst Port: 514 5858 4c AF 47 47 49
v Syslog message: LOCAL7.INFO: 44: *Nov 10 19:44:29.815: #S5YS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.1@.1@ port 514 started - reconnection 9068 54 53 54 4f 58
1811 1... = Facility: LOCAL7 - reserved for local use (23) 8878 &Ff 20 63 6F 73
we.. .118 = Level: INFO - informational (6) B@E@ 30 2e 31 30 20
Message: 44: *Nov 18 19:44:29.815: X5Y5-65-LOGGINGHOST _STARTSTOP: Logging to host 192.168.18.1@ port 514 started - reconnection 8299 Bl 72 74 65 B4
Bea@ 74 69 6T 6e
v
< >
?  Source or Destination Port: Unsigned integer (2 bytes] H 5 Paguetes: 612 - Mostrado: 3 (0. 5% Perfil: Default
Miauelilla
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SNMP voy a usar PRTG

Vin10H22_2 [Corriendo] -

—

Papelers de
e ¥ Instalar - PRTG Netwark Monitor X

acle VM VirtualBox - a x

Instalando FEE;E N

i i i i X NETWORK
Por favar, espere mientras se instala PRTG Network Monitor en su sistema, MONITOR

Desempaguetando archivos...

Bandl

vy paessler.com

-] £ Escribe aqui para buscar. Bt e :-| :‘ ~ 8 mEd) 13;:;/20’“23 %}
Miauelillo BoBk L &OE R gl@ & eoamrus
Iniciamos sesion en el launcher del navegador
Win10H22_2 [Corrienda] - Oracle VM VirtualBox - m} x
Archivo Maquins Ver Entrada Dispositivos  Ayuda
(im] "% Activacién | PRTG Network Mon X | - @ X

<~ X (D) 127.0.0.1/activation.htm Ay M =

&
L]
S

PRTG (~)
NETWORK
MONITOR

PRTG Network Monitor (WINMIGUELSRI2)

Nombre de inicio de sesién
prtgadmin
Contrasefia

prtgadmin

Iniciar sesioiy

> ;0lvido su conirasefia?

> ¢Necesita ayuda?

*» Descargar aplicaciones para Windows, macOS, i0S, Android (opcional)

PAESSLER

PRTG Network Monitor =l Paessler AG
) ) - = - 7:59 PM
5@ O Escribe aqui para buscar. 5i e " ) ~ B o) 11/10/2023 %) ‘
Miguelilla B OoBL& OB E gl @eoomars
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Activo la licencia

ﬁ Win10H22_2 [Corrienda] - Oracle VM VirtualBox - [m] X
im} = (] X
<« O (@ 127.0.0.1/activation.htm ROA Ty m g B 3- o

Nota: Su servidor central de PRTG necesita una conexion con uno de los dominios del servidor de activacion de
Paessler. Si su servidor central de PRTG no puede conectarse a uno de los dominios, seleccione Manual
(activacién sin conexién) en Tipo de activacion. Para obtener una lista de todos los dominios del servidor de
activacion de Paessler, consulte la Knowledge Base: https://kb.paessler.com/en/topic/32513
PASO 1: Seleccione un tipo de activacién
Tipo de activacion
O Automitica (activacion en linea con proxy HTTP opcional)
(® Manual (activacién sin conexién)
PASO 2: Verifique su licencia de PRTG
Clave de licencia
000014-YPWKFM-8FFUJY-7JVQFQ-J926 KA-FI2TMM-KBFXD3-4QNWKA-CVWFUU-V26DFD
Nombre de licencia
prigtrial
1D del sistema
<} PRTG Administration ...
SYSTEMID-SW5R5L52-GRJOLKBA-RUKBMNDD-ZJPDIOQ
=20 Puede guardsr los
licencia como un archive
— - = 8:00 PM
- . . 8
@ O Escribe aqui para buscar, =, e " 2 A O = 63 ) T % ‘
Miauelilla B OHEkF & 0B i 8] @ @ soqmars

ﬁ Win10H2 Corrienda] - Oracle VM VirtualBox — [m] X
im] <) Raiz Sensores | PRTG Network M. X | - — ui] X
& (O (D 127.00.1/sensorshtm?id=08filter_status=284filter_status=3 ROA Y00 = Bz £ - O

#  Dispositivos

Sensores con estado OK Z BR=

Mostrar filtros ¥

O selecci
onar todo
Ping o
Dispositivo de grupo de : Estado Ultimo valor Mensaje
S s ocal) » 0K 0mseg OK
s 192.168
=1192.168.10.10
Grafica Prioridad
Tiempo de Pil Dmseg wRAdk
Fav.
=
Repercusion en el rendimiento
Ping O
Dispositivo de grupo de : Estado Ultimo valor Mensaje
s ocal) » OK 8 mseg OK

127.0.0.1/sensorshtm?id=08&filter_status=28filter_status=

&8 O Escribe aqui para buscar.

1

A~ @D@q”)1$?3/ZOM23 %‘
= BB SS/0EE0E 8 romms
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Configuramos el router para que se cominigue con el servidor snmp

Vamos a Dispositivos—> Afladir Grupo y creamos un grupo

& ‘Win10H22_2 [Corriendo] - Oracle VM VirtualBox
Archivo Maguina Ver Entrada Dispositivos  Ayuda

(im] <1 Raiz| Grupo | PRTG Network Mo X |

<~ C (D 127.0.0.1/group.htm?id=0&tabid=1

¥ P4gina principal Dispositivos Bibliotecas Sensores Alarmas Informes

#  Dispositivos
Grupo Raiz

Todos

Dispositivos faveritos

) Resumen . . . 30 dias 365 dias A Alarmas =
——————— Lista de dispositivos
1 V9 (dern) Dependencias H
= Raiz Afiadir grupo

B = Servidor cent
salud  Affadir grupo automético

B 5 sondalocal  Afadir dispositivo

[ = Dispesitivo de sonda =
Salud de siste.. Salud de sanda Salud del servi Disco disponible | [ ImellR] PRO_1._ | |+ Afadir senser
555 100 % 2% % 031 Mbiy's
[ &' Deteccién de red

& = Infraestructura de red
B = Internet

HTTR + Afiadir sensor
817 meeg

B =1 DNS/Puerta de enlace: 192.168.10. Wuuelilln

Vamos a dispositivos a los grupos que hemos hecho y clicamos en Afadir
dispositivo

B = Miguel-Routers

127.0.0.1/group.htm?id=0afl§ig e IR

Pagina 8|23
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Introducimos IP, nombre y wun icono si queremos para reconocerlo

I Went0422.2 Comende - Oacle
e izans -

S
et

€ C O 12100 gouphmid=08tabid=1

o

Afiadir grupo al grupo sonda local

Anadir dispositivo nuevo

Windows, Linuz, VI SNMP y proveedores
Manual de PRTG: Afisdir un dispositiva

Nombre y direccién del dispositivo
MHombre del dispositivo

RouterMigueliio
wersién de 1P

@
Qe

Dirocsitn IPv4/nombre de DNS.

192166102

Asignamos las cerdenciagles del SNMP

E Win10H22_2 [Corriendo] - Oracle VM VirtualBox
Archivo  Miquina Ver Entrada Dispositives  Ayuda

& G (@ 127.004/grouphtm?id=08tabid=1

Afadir grupo al grupo MiguelRouter

Credenciales para sistemas Linux/Solaris/fmacOS (SSH/WBEM)

) reredsoo de Figuerrouer (Nombre de usuario: <vacio=, Método de autenti..)

Credenciales para servidores VMware/XenServer

@) reredsdo e Fnigueioucer (Nombre de usuario: <vacio®)

Credenciales para dispositivos SNMP

(D neredado de FaniguelRauter (version SNMP: V2, Puerta SNMP: 161, Tiempe de..)

version SNMP

Q) SNMP V1
(®) SNMP v2¢ (predeterminado)
(O sNMP V3

Cadena de comunidad

router

Puerto SNMP

161

Tiempo de espera (seg)

Cancelar

Pagina 9|23
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Vemos que ha hecho conectividad

Vin10H22 2 [Corriendo] - Orac

cle VM VirtualBox

< Raiz| Grupo | PRTG Network Mo X | +

&« O (@ 127.0.0.1/grouphtm?id=0&tabid=1

Bibliotecas Sensores Alarmas Mapas informes Tiquetes Configuracion

# | Dispositives

Grupo Ralz

) Resumen 2 dias 30 dias 365 dias A Alarmas Log = Gestién & Configuracién & Desencadenadores de notificaciones
2 (e2) s M L X ] Buscar... Q .
Find o1
= Raiz the me
Bl = Servidor central de PRTG = experi
Salud del servi_
100%
B 3 sonda local
[ = Dispositivo de sonda =
Salud de siste. Salud de sonda | [F Salud del servi_ | [Z Disco disponible| [ imal[R] PRO_1_ | [+ Afiadir sensor
100% 100% 100% 3%, .03 Mbitjs Estado:
=" Deteccién de red Intervalo
D
E = MiguelRouter
B = router B -
Ping (007) FastEthe. (002) Serial/0_| [ (003) Serial1/1_ | [ (004) Serialt;2_| [ (005} Serial1/3_| [ (006) FastEthe. Tiempo de acti System Health System Health System Health System Health
Smseq .02 Mbitjs 0 hibit/s 0 Mbitis LI 0 Mbitis 0.02 Mhit/s. 3hiam 0% 028 GB Norm: 2 [+
System Health .| B Carga de proc... ||+ Afadir sensor =
Normal 0%

100.0
200
600

200
0.0

Miguelillo
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Si capturamos el trafico por el puerto UDP 161 podemos ver los mensajes para

descubrir el dispositivo.

£ *- [Win10H22_2-1 EthernetD to R1 FastEthernet0/0] — O >
Archive Edicion  Visualizacion Ir  Captura  Analizar  Est s Telefonia Wireless Herramientas  Ayuda
AN a® TRE I Res=F LS = aqaH
[i |udp.port== 161 [X] '] +
Mo. Tme Source Destination Protocol  Length Info A
1673 635.884174 192.168.16.16 192.168.18.2 SNMP 84 get-request 1.3.6.1.2.1.17.1.3.8
1671 635.736382 192.168.16.16 192.168.18.2 SNMP 82 get-next-request 1.3.6.1.2.1.43.18
1669 635.686701 192.168.16.16 192.168.18.2 SNMP 82 get-next-request 1.3.6.1.2.1.43.18
289648 6924.891322 192.168.16.16 192.168.18.2 SNMP 133 get-request 1.3.6.1.2.1.31.1.1.1.6.6 1.3.6.1.2.1.31.1.
288649 6924.891688 192.168.16.16 192.168.18.2 SNMP 81 get-next-request 1.3.6.1.2.1.33
288658 6924.894667 192.168.18.2 192.168.18.16 SNMP 159 get-response 1.3.6.1.2.1.31.1.1.1.6.6 1.3.6.1.2.1.31.1
288651 6924.894756 192.168.18.2 192.168.18.16 SNMP 87 get-response 1.3.6.1.2.1.34.1.1.2.8
288652 6925.889389 192.168.16.16 192.168.18.2 SNMP 282 get-request 1.3.6.1.2.1.33.1.2.1.86 1.3.6.1.2.1.33.1.2.
288653 6925.891975 192.168.18.2 192.168.18.16 SNMP 285 get-response 1.3.6.1.2.1.33.1.2.1.6 1.3.6.1.2.1.33.1.2
288654 6926.180762 192.168.16.16 192.168.18.2 SNMP 86 get-request 1.3.6.1.4.1.3224.16.1.2.8
288655 6926.189483 192.168.18.2 192.168.16.18 SNMP 86 get-response 1.3.6.1.4.1.3224.16.1.2.0
288656 6927.112486 192.168.16.16 192.168.18.2 SNMP 89 get-request 1.3.6.1.4.1.9.59.189.1.1.1.1.4.1
288657 6927.113796 192.168.16.16 192.168.18.2 SNMP 85 get-request 1.3.6.1.4.1.6574.1.1.8
288658 6927.118357 192.168.18.2 192.168.18.16 SNMP 9@ get-response 1.3.6.1.4.1.9.9.189.1.1.1.1.4.1
288659 6927.118426 192.168.16.2 192.168.16.16 SNMP 85 get-response 1.3.6.1.4.1.6574.1.1.8
288713 6949.181275 192.168.16.16 192.168.18.2 SNMP 83 get-request 1.[%6 1.2.1.1.3.8
288714 6949.165116 192.168.18.2 192.168.18.16 SNMP 86 get-response 1.3.6.1.2.1.1.3.0
288716 6952.116323 192.168.16.16 192.168.18.2 SNMP 133 get-request 1.3.6.1.2.1.31.1.1.1.6.1 1.3.6.1.2.1.31.1.
288717 6952.124516 192.168.16.2 192.168.16.18 SNMP 159 get-response 1.3.6.1.2.1.31.1.1.1.6.1 1.3.6.1.2.1.31.1
288718 6955.180888 192.168.16.16 192.168.18.2 SNMP 131 get-request 1.3.6.1.2.1.2.2.1.16.2 1.3.6.1.2.1.2.2.1.]
288719 6955.1886093 192.168.18.2 192.168.18.16 SNMP 145 get-response 1.3.6.1.2.1.2.2.1.18.2 1.3.6.1.2.1.2.2.1. ,
£ >
> Frame 28@8646: 291 bytes on wire (2328 bits), 291 bytes captured (2328 bits) on inte ~ || 2268 88 88 27 bb 2e 1a ca @1 2a b4 80 80 83 88 <A
» Ethernet II, Src: ca:@1:23:b4:80:808 (ca:@1:2a3:b4:80:88), Dst: PcsCompu_bb:2e:la (88 @01@ @1 15 86 b7 @0 @8 ff 11 24 c4 c@ a8 @a 82 ¢
> Internet Protocol Version 4, Src: 192.168.18.2, Dst: 192.168.18.18 Eff gz g: ?2 :: ;‘5‘ gi 2; ?: “3 ;i 3: :: ;2 2; ¢
ea3a a e :
> 3 3
. U?erlDatagramkPmtocol, Src Port 1161, Dst Port: 58258 0040 ©1 60 82 01 09 30 81 db 30 BF 86 6a 2b 06 €
SE (ST R e Rz 9050 @3 @1 @1 @6 Bl @@ 82 @1 @@ 3@ la @6 @a 2b ¢
version: v2e (1) 2050 @6 B3 @a 62 O1 O1 80 B4 Oc 50 @0 00 99 83 ¢
community: router 8878 @1 2a b4 60 @0 38 8f @6 ©a 2b 66 81 66 83 ¢
v data: get-response (2) G050 @1 82 @@ 82 91 @1 3@ 1@ @6 @a 2b @6 @1 @6 ¢
¥ get-response G000 @2 @1 @3 @@ B2 @2 15 7a 3@ 10 86 @a 2b @6 ¢
request-id: 25125 G0a0 @3 @a @2 @1 94 @@ 82 82 @5 dc 3@ ef @6 @a :
.. - P ¥|| eebe @1 @6 83 @b 82 91 91 9@ 41 81 80 38 of 86 ¢ ¥
£ > £ >
. 7 Source or Destination Port: Unsigned integer (2 bytes) Min!lﬂli“ﬂ || Paquetes: 200720 - Mostrado: 488 (0.2%) || Perfil: Default
Clicamos en Afiadir un sensor y seleccionamos SNMP
]
B | Afadirsensor (paso 1de 2P X | 4= - & X
« C D 127.00.4/3 A D - @ ! & - O
Qpignapincesl Biblotscas S G nevss i W condii s e v 15 | T [ o Qo

#  Dispositiv dalocsl * MiguelRouter ¥

Anadir sensor al dispositivo router [192.168.10.2] (Paso1de2)

¢Que monitorear? = ¢Tipo de sistema objetivo?
O Dieponitiiciaciempo de OK O Uso de CPU O Parimetros de hardwere O Windows Oservidores: archl@) Servicion de rube
O fecho de bandatrfico. () Uso de dsco O infraestructurs de red O Linuw/macds O Servidor de coren
O Velocids/Rendimiento. () Uso de mermoria O Sensores personalizados (O Satema de Vrtuatzation () Base de datos
¢ Tecnologia usada?
OPfng foluud O Powershet
@ s OssH (O Receptor de mensejes Push
Owe O Sifer de paguetes OFRIG Coud

O Contadores d reimients () Proocoios do Fufo

Establecer una contrasefia segura

Tipos de sensores mas usados

'-u'v ) »,nw{j

M

NMP

Miguelillo BOHEFLOSRUG@nom:
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Seleccionamos el interfaz del que queramos ver el trafico

ﬁ Win10H22_2 [Corriendo] - Oracle VM VirtualBox - m] b
Archivo 1 na Ver B Dispositivos Ay
[im] | <) Afadir sensor (paso 2 de 2) | PRT X |+ — [u} x
o _ \J ...
& C O 127.00./addsensord htm?id=2072&tmpid=3 AT S s I = % & O

Pricridad LA & 88+

Especifico de trafico

Seleccione todas las interfaces conect... | Seleccione todas las interfaces desco... Deseleccionar todas las interfaces

Nimero de interfaz

Buscar... Q
0= s rs X
O (001 FastEtherneto/ Traffi ectad: 100 MB La cuenta de usuario Administrador de Sistema
(001) FastEthemet0/0 Traffio Conectado it/s de PRTG uiliza la contrasefia predeterminada
O (002) serial/o Tratfic No conectado 1 MBit/s vf:lf;g"gg'mc“mh'e'“ para asegurar su interfaz
D " iEsto es absclutamente obligatorio si permite el
(003) Serial1/1 Traffic No conectada 1 MBIt/ acceso a la interfaz web de PRTG desde Internet
(desde fi d fi 1)}
O (004) serial1/2 Traffic No conectado 1 MBit's (desdefuera de su firewal)
O i Cambiar la contrasefia predeterminada
(005) Serial1/3 Traffic No conectado 1 MBit/s
v .
B (o) F’“‘E‘he@mo Traffic Conectada 100 MBit/s Activar SSL/TLS para la interfaz webde X
PRTG
a (007) FastEthernet2/1 Traffic Mo conectado 100 MBit/s
La conexién de su navegador a este servidor
O (008) VolP-Null0 Traffic Conectado 10 GBit/s central de PRTG no esta asegurada mediante
SSL/TLS.
a (008) Null0 Traffic Conectado 4 GBit/s Deberia cambiar a SSL/TLS, especialmente si su
interfaz web de PRTG es accesible desde
(] (010) Loopback0 Traffic Conectado 8 GBit/s Internet (fuera de su firewall).
Cambiando a SSL/TLS

PAESSLER @ : con soporte  ? Ayuda
R Escribe aqui para buscar. & =] e - ﬂ S&P.. A T 5o ) 13?3;3]2"”3 % ‘
Miauelillo B oM SO R g @ @ eaoqmarus

B Corrienda] - Oracle VM VirtualBox - O 'Y
Archivo ina Vel Dispositivos ~ Ayuda

[im] ‘ <1 (006) FastEthernet2/0 Traffic | De X ‘—i— - a X
< C @ 127.0.0.1/sensor.htm?id=2080&tabid=1 A e 7z &£ - O

# | Dispositivos | Sondalocal ~ | MiguelRouter ~ |router ~ | (006) FastEthernet2/0 Traffic ~

v Sensor (006) FastEthernet2/0 Traffic® ***o%

0K
a C] 2 30 365 ) = & 4 o B
Datos en ; : B Datos 5 De: di de : .
Resumen i dias dias dias histéricos Log G Eticainal Comentarios Historial
Find out how to make the
most of your PRTG
experience.
STER YOUR TRIAL
Ultimo escaneo: Ultimo OK: Uttimo fallo Tiempo disponible: E
16s 16s 100.0000%
Tiempo de inactividad: Cobertura Tipo de sensor: Repercusion en el rendimiento:
0.0000% 100% Tréfico (SNMP) 64bit
Dependencia: Intervalo: Autonomo: ID
Primario 60s No #2080
Trafico total Trafico entrants Trafico saliente

0.01 Mbit/s <0.01 Mbit/s

BIPAESSLER 23.4.83.1423+ Adminiswado stema PRTG 9:53 ctualizar en 8 seg F Contacta con soporte  ? Ayuda

-~ - . .. 954 PM
£ Escribe aqui para buscar. ‘& = e n b . 1000 A TR % ‘
Miguelillo BOHEE cOE@UE@noarws
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Podemos verlo en vivo clicando Datos en vivo

222

in10H. [Corriendo] - Oracle VM VirtualBox

Archive Maquina Ver Entrada Ayuda

Dispositivos

[} ‘ <1 (006) FastEthernet2/0 Traffic | De X ‘+

&« O @ 127.0.0.1/sensor.htm?id=20808&tabid=2

#  Dispositivos | Sondalocal ~ | MiguelRouter ~ | router ~ | (006) FastEthernet2/0 Traffic ~

v Sensor (006) FastEthernet2/0 Traffic™ ****%
0K

- o X
- o X
7w 0o @ B & - O

PAESSLER

a (=) 2 30 365 8 o = B
Datos en B ’ : Datos i5 Desencadenadores de - i
Resumen vivo dias dias dias s oroes Log Configuracion S Comentarios Historial
Ultimo escaneo! Ultimo OK: Ultimo fallo Tiempo disponible: i
24s 24s 100.0000%
Tiempo de inactividad: Cobertura: Tipo de sensor: Repercusion en el rendimiento:
0.0000% 100% Tréfico (SNMP) 64bit
Dependencia: Intervalo: Auténomo: D
Primario 60s No #2080
& &
Loo 10000
van 2m
usn e
o mon
, 06 wom
Fom suon &
00 w00
030
00
o s s v
£ ¢ ¢ ¢ ¢ &t ¢ ¢ ¢ & f¢ f £ ¢ E f f f & £ & ¢ H
2amin — — — BT - 0 e 00
@WOHEOO
8 Tiempo de inactividad B Trafico total Trafico entrante

BB O Escribe aqui para buscar. & gt e P~ | S&P.. A~ D qu”,wﬁ'?;f;:s % ‘
Miaualitia 0 OB FOE@EEBaconsws

orte ? Ayuda

También podemos consultar los logs

‘Win10H22_2 [Corriendo] - Oracle VM VirtualBox

Archivo  Maquina Ver Entrada

(im] | <3 (006) FastEthernet2/0 Traffic | De X |+

Dispositivos  Ayuda

&« O (D) 127.0.0.1/sensor.htm?id=20808&tabid=7 A

# | Dispositivos Sondalocal ¥ | MiguelRouter ~ | router ~ | (006) FastEthernet2/0 Traffic =

v Sensor (006) FastEthernet2/0 Traffic® *****

- o X
- o X
oMot e B & L/ ]

1a3

127.00.1/sensorhtm 080

8 © Escribe aqui para buscar.

P =5

0K
a =) 2 30 365 ) =k & A ed =} @
Datos en i i i Datos it Desencadenadores de i istori
Resumen e dias dias dias Esioreon Log; Configuracion S e Comentarios Historial

Log
Elementos: ¥ 50
Mostrar filtros

Fecha Hora Sensor Estado Mensaje

-4 (006) FastEthernet2/0

11/10/2023 9:37:39 PM Traffic 0K 0.01 Mbit/s

11/10/2023 9:35:44 PM -;~(006) FastEthernet2/0 Tr... Descon... Aun no hay datos

11/10/2023 9:35:44 PM -i-(006) FastEthernet2/0 Tr..  Generadoe  Consulte el historial del objeto para obtener detalles.

n soporte  ? Ayuda

= 956 PM
A B DR, 0 B ‘

BOBHNS S OE R 6 @ @aoomars
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NETFLOW usaré netflow analyzer

Configuramos los puertos

ﬁ Win10H. Corriendo] - Oracle VM VirtualBox

ManageEngine NetFlow Analyzer

ManageEngine NetFlow Analyzer

Port Selection Panel

X ! il |

/—W
Enter the Web Server and NetFlow Listener port ME
NetFlow Analyzer uses 8060 as the default HTTP Part, 8061 as default HTTPS Port and 9995
as the defauit port to liten for NetFlow packets. IF you want to run it on a different port
please specify the same here
HTTP Port |
HTTPS Port [ 8061 | rer
NetFlow | 9996 |
Please make sure that the given ports are not blocked by your network's firewall
<Back Cancel
) . =n = 259 PM
2 Escribe aqui para buscar. & = ﬁ Dow A .‘0!2023 % ‘
geoBkesa (B 3] sLogmavus
B winlomHz2 - O x
ManageEngine NetFlow Analyzer - O
ManageEngine MetFlow Analyzer x| a..ai.‘ }
Select the backend database for NetFlow Analyzer ,—\ |
MetFlow Analyzer suppotts SOL Server version 2012 and sbove ME
Click next to continue
® FOSTGRESGL (Bundled with the Praduct)
O MssaL
rer
< Back. Cancel
] . — 10:05 PM
I8 O Escribe aqui para buscar. & gi 2 10 s oo BB ‘
)]
BOBEaSSOE ¢ @] sLogMavs
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Esperamos a que inicie

Win10H22_2 [Corriende] - Oracle VM VirtualBox - [m] X
Archivo Maguina Ver Entrada Dispositivos Ayuda
M  w ManageEngine Netflow Analyzer x = - [u] b4
G (1) Archivo | C/Program%20Files/ManageEngine/OpManager/webclienthtml A" 57 M = % :‘ o o

NetFlow Analyzer

@ Iniciando el servicio

Starting the WebService ...

El cliente web estara disponible en http://WINmiguel SRI2:8060 dentro de poco

netflowanalyzer-support@manageengine com - US: +1 888 720 9500 / +1 888 791 1189 - Intl- +1 925 924 9500 - Australia: +1 800 631 268 - UK- 0800 028 6590

88 © Escribe aquf para buscar. & =] e - b B D A GwEN 1113:‘:;;023 %)
Miauelillo 2O H N S 0= iG] @ soqmars

Iniciamos sesion con las credenciales por defecto

| & 22 2 nda] > & = 0 8 ‘
(im} me! NetFlow Analyzer x |+ — () X
< O A Noseguro | winmiguelsri2:8060 A [uj] o=

I3}
(L%
[

ITOM DAY

admin

¥ Nombre de usuario & Contrasefia - admin

Olvidé a contrasefia

58 O Escribe aqui para buscar. & =1 e iw ﬁ TH 10T A G W) 1113:103/;3:3 %_)
T Miauelilla BOHESSODRUEGEsoqms
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Configuramos al router para vincularlo con el servidor netflow

i g - H22_2 e R1F erne — O
m g ® = Qi
(1 [udp.port == 9996 -] +
No. Time - Source Destination Protocol  Length Info ~
243266 9487 .248963 192.168.16.2 192.168.16.18 CFLOW 1886 total: 18 (v9) records Obs-Domain-ID= 8 [Data-Templ
248145 9395,233989 192.168.16.2 192.168.16.10 CFLOW 1198 total: 22 (v9) records Obs-Domain-ID= @ [Data-Templ
243851 9384.241747 192.168.168.2 192.168.16.10 CFLOW 1486 total: 28 (v9) records Obs-Domain-ID= @ [Data-Templ
245138 9361.232288 192.168.18.2 192.168.168.18 CFLOW 478 total: 7 (v9) records Obs-Domain-ID= @ [Data-Templa
246@23 9349, 241468 192.168.18.2 192.168.16.10 CFLOW 1886 total: 18 (v9) records Obs-Domain-ID= @ [Data-Templ
245974 9335,239368 192.168.18.2 192.168.168.18 CFLOW 862 total: 15 (v9) records Obs-Domain-ID= @ [Data-Templ
245766 9316.238353 192.168.168.2 192.168.16.10 CFLOW 438 total: 6 (v9) records Obs-Domain-ID= @ [Data-Templa
245646 9384, 248498 192.168.18.2 192.168.168.18 CFLOW 622 total: 18 (v9) records Obs-Domain-ID= @ [Data-Templ
245614 9292.237739 192.168.16.2 192.168.16.18 CFLOW 434 total: 6 (v9) records Obs-Domain-ID= @ [Data-Templa
245574 9280.876333 192.168.16.2 192.168.16.10 CFLOW 298 total: 5 (vl) flows
— 245555 9277.246528 192.168.16.2 192.168.16.10 CFLOW 346 total: 6 (vl) flows
243341 9421.241479 192.168.168.2 192.168.16.10 CFLOW 1854 total: 19 (v9) records Obs-Domain-ID= @ [Data-Templ
245447 9433,234288 192.168.18.2 192.168.168.18 CFLOW 458 total: 8 (v9) records Obs-Domain-ID= @ [Data:257]
248733 9445, 239656 192.168.18.2 192.168.16.10 CFLOW 698 total: 13 (v9) records Obs-Domain-ID= @ [Data:257]
249622 9457, 2416884 192.168.18.2 192.168.168.18 CFLOW 1266 total: 25 (v9) records Obs-Domain-ID= @ [Data:257]
MANMATIA NACD AIADON R T V-] ANT 1E£Q YA A Ll L R MACD +ndaT e AN FidiV mmrmm- Ar Al MNAm—d e THo R T T i |
< >
Frame 24328@: 1886 bytes on wire (8843 bits), 1886 bytes captured (8848 bits) on inter 83 2@ 27 bb 2e la ca @1 2a b4 @0 22 03 80 LA
Ethernet II, Src: ca:81:2a:b4:80:80 (ca:01:2a:b4:0808:00), Dst: PcsCompu_bb:le:1a (88:04 @3 e@ 20 89 @@ 8@ fT 11 9 26 c@ ad @a 02 «
Internet Protocol Version 4, Src: 192.168.18.2, Dst: 192.168.18.18 g: 2: :g ii gz g; gg ;; g; ; gg gg gg ég E
o E::ZOD:E:E;::‘;;;;:;‘:(COIJ Src Port: 54913, Dst Port: 9996 88 ac Bl @1 @@ 15 B2 15 02 B4 8@ 16 BB B4 ¢
. B@ B4 @@ 62 BB B4 BB Ba 00 B2 B8 Be BB B2 €
Version: 9 @0 04 G0 Oc 00 04 BB B4 00 ©1 00 85 @9 el ¢
Count: 18 20 2 02 0b @@ 82 B0 30 B2 Bl 00 33 0@ Ol ¢
SysUptime: 148708.376800000 seconds G2 B4 @0 0d 09 91 90 @9 02 91 @0 06 80 Bl ¢
Timestamp: Mov 18, 2823 23:19:81.808808000 Hora estdndar romance 62 @1 @2 11 60 2 B8 18 88 B2 Bl o8 eB 13 ¢
Flowsequence: 18 @@ @4 @2 16 @@ 04 B0 @1 ©0 04 0O 02 89 04 ¢
Sourceld: @ @@ B2 @@ Be BB 92 B0 BE 00 B4 00 Bc 0B B4 €
Flowset 1 [id=@] (Data Template): 257,256 gg gi gg gg gg gi gg g; gg gi gg g: gg gi E
Flowset 2 [1d=257] (16 flows) @0 @1 B2 @6 @@ @1 @@ 3d 0@ 81 @1 81 A3 B4 ¢
49 @ @2 d6 44 bc @2 @8 18 c5 @@ @9 88 13 ¢
82 P56 cP a8 Ba @a 8e fb 24 82 11 @8 d2 eb ¢
@8 B8 cP a8 d3 82 90 18 1@ ©0 @0 B9 °B 8D ¢
43 20 @2 d6 45 @@ @0 @@ 23 S1 @9 99 8@ 11 ¢
88 @1 8e fb 24 82 c® a8 ©a @a 11 @8 @1 bb
B@ B2 cB aB Ba Ba 18 @@ 16 81 68 &0 08 8. ¢
Ac AR AR dR Ac AR AR AR PR A5 AR AR AR A1 § Y
< >« >
0 7 Source or Destination Port: Unsigned integer (2 bytes) Paguetes: 250116 - Mostrado: 17 (0.0%) Perfil: Default

Miauelillo
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Podemos ver en

o o]

el panel de informacion informacion sobre el

O X
< B - o x
&< G A Noseguro | winmiguelsri2:8060/apiclient/emberfindexjsp#/Home/Dashb... A {7 m = ] z‘ o

[ITOM day en Madrid] Aprende cémao hacer proactivas las infraestructuras de Tl (ITOps) con IA y automatizacién. Registrese ahora.

it NetFlow Analyzer 9) Lalicenciavencer en 29 ds () Obtener presupuesto ) Comprar (&) Solictar demostracion o [ ]

bnel de informacion Inventario Seguridad NCM IPAM

Alarmas Mapas Informes

Descripcion general Aplicacion QoS WAN WLC Seguridad NCM DPI
Resumen de trafico

Cree su propio panel de control: Puede agregar paneles de control personalizados con los widgets necesarios y compartirlos con su equipo. Pulse aqui para agr

Mapa de calor I?r}nclpales N aplicaciones
Ultima hora

.. No hay datos disponible

Link Up

Unknown

Link Down

Link Up & NoFlows

Principales N QoS
Ultima hora
No hay datos disponible
Alertas recientes
Ultima hora
Principales N conversaciones
- - = 10:18 PM
58 O Escribe aqui para buscar, m Hi e n ﬁ L= =D 11/10/2023 %)
Miauelillo B o8& s 0= Gl® @eoqmavus

Vemos la IP del router interfaces avivas la version del netflow

™ e NetFlow Analyzer x 4+
~6

| & C A Noseguro | winmiguelsri2:8060/apiclient/ember/indexjsp#/Home/Dashb.. AY 7 Juh] = % :‘ o

[ITOM day en Madrid] Aprende cémo hacer proactivas las infraestructuras de Tl (ITOps) con IA y automatizacién. Registrese ahora,

NetFlOW Analyzer @ La licencia vencer en 29 dias gohtemr presupuesto 9 Comprar @Solidtardermstraciﬁn ’”4 I:g 'U

Inventario guridad NCM

Mapas Informes

Descripciongeneral |, Aplicacion QoS WAN WLC Seguridad NCM DPI
Resumen de trafico

Resumen de dispositivos

V§ va NSEL SFlow WLC

@& 192.168.10.2
Interfaces:2 | Flujos:50 | IP:192.168.10.2

] £ Escribe aqui para buscar. m =i e -n ﬁ ﬁ = 10°C A~ G o £ o) 111?11;;0'\2"3 %)
Miauelilla B OEK @@Dﬂﬁﬂ@BLUQMAWL

router
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En Inventario podemos ver los dispositivos

- m] x
0 | ) NetFlow Analyzer x |+ - o X
&~ O A No seguro | winmiguelsri2:3060/apiclient/ember/index jsp#/Inventory/List... AN g [D {‘E @ :' e o

[ITOM day en Madrid] Aprende como hacer proactivas las infraestructuras de Tl (ITOps) con IA y automatizacion. Registrese ahora.

Segur NCM IPAM

La hora no esta sincronizada: La hora en el servidor y dispositivos de MetFlow Analyzer 192.168.10.2 no esta sincromizada | Més informacidn

Dispositivos (1) Interfaces (2) Groups (4) f
= e . Recuento de
Nombre del Router Direccion P Tipo interfaces
L 192.168.10.2 192.168.10.2 [+ 2
Dispositivos
Grupos de dispositivos 2 +
ALL DEVICES GROUP 1 '
Pagina de1

e

Miauelilla BRI 06 R Gl@@eoomas |

- = 10:23PM
C - m = TR 0C A S WD) an B

88 O Escribe aqui para buscar. &

Desntro del router podemos ver los destinos principales a los que se dirige el
trafico

- o x
[0 | w) NetFlow Analyzer x |+ -8 %
«~ O A Noseguro | winmiguelsri2:8060/apiclient/ember/indexjsp#/Inventory/Snapshot/FlowDevice/50001 Ao m = 2 :' o
[ITOM day en Madrid] A d hacer ivas las infraestr de Tl (ITOps) con IA y automatizacién. Registrese ahora. ‘
s
NetFlow Analyzer () L licenc 294ss () Obtener ) Comprar () soliciar i & 010D W a A &

bnel de informacién Seguridad IPAM

Ubicacié a Genere vist: pals para informes de origen, destino y conversacién. Configurar | Més informacién (%)

192.168.102 (7, Ultima hora [A
192.168.10.2 ~ 2023-11-1021:24 3 2023-11-10 22:24

Resumen Detallesdeflujo  Trafico Interfaz  Aplicacién Origen Destino QoS Conversacién Vistade AS Seguridad Serviciosenlanube Usuarios NCM

Direccion IP | Resolver IP | Ubicacion geografica DatosdelP Todos ~ 2]
Destino Trafi
&
| — %
10 3MB
352
| 12017 ™ o
B B
9.18
8888 2Kke
192.168.10. 0% 8.56
2 OKB

B N it 10:24 PM
B8 O Escribe aqui para buscar. & g @ - N = <o 10°C Mayorm. nubla.. A B 0TI A 0y B
SRS OB &S0 REIG@acomns
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Podemos ver los protocolos mas usados para comunicarse

Nin10H22_2 [C

ormiendo] - Oracle VM VirtualBox

0 ) NetFlow Analyzer x [=E

< C

[ITOM day en Madrid] Aprende como hacer proactivas las infraestructuras de Tl (ITOps) con |Ay automatizacién. Registrese ahora.

NetFlow Analyzer

A Noseguro | winmiguelsri2:3060/apiclient/ember/indexjsp#/Inventory/Snapshot/FlowDevice/50001

(©) Lalicendiavencersen 29 dizs () Obtener presupuesto () Comprar (53) Solicitar demostracion

A o= @ % &

s How®Qaap

pnel de informacién Inventario WLC DPI NCM IPAM IPSLA Alarmas Mapas Informes Configuracién
192.168.10.2 4 Ultimahora =l =
192.168. *~ 2023-11-1021:28 2 2023-11-1022:28 —
Resumen Detallesdeflujo Trdfico Interfaz  Aplicacion Origen Destino QoS Conversacion VistadeAS Seguridad Serviciosenlanube Usuarios NCM
Aplicacién | Protocolo s)
Aplicacién Trafico
| hetps | 82%  2421M8
I 17% 499.331K
B
snmp 0% 4.960KB
| 1cMP_App 0% 3.600KB
| domain 0% 2.022KB
| ssdp 0% 1.624KB
netbios-dgm 0% 229.000B
ytes
) . = — N . = 10:28 PM
O Escribe aquf para buscar. & Si e P~ | © 5 10°C Mayorm.nubla. A 8B Q) 0000 % ‘
Miauelilla BOHELsOEBRUE@

El trafico de IPs

n10H

e VM VirtualBox

orienda] - O

NetFlow Analyzer x |+

O w

&« G A No seguro \ winmiguelsri2:3060/apiclient/ember/indexjsp#/Inventory/Snapshot/FlowDevice/50001

[ITOM day en Madrid] Aprende como hacer proactivas las infraestructuras de Tl (ITOps) con |A y automatizacién. Registrese ahora.

NetFlow Analyzer

(©) Lz licenciavencers en 29 dizs () Obtener presupuesto (%) Comprar (51 Solicitar demostracion

A Mmoot e 5 L

S D10 WaQ D

pnel de informaci6n Inventario WLC DPI NCM IPAM Alarmas Mapas Informes Configuracion
192.168.10.2 1, Ultimz hor= R =
192168 11 ' 2023-11-10 21:32 3 2023-11-10 -
Resumen Detallesdeflujo Tréfico Interfaz  Aplicacién QOrigen Destino QoS Conversacion VistadeAS Seguridad Serviciosenlanube Usuarios NCM
Direccién IP | Resolver [P DatosdelP Todos ~ @ I3}
Origen Destino Aplicacion Trafico
23.33.143.32 192.168.10.10 WWW 92.795MB
142.250.179.142 192.168.10.10 https 1.730MB
142.251.39.100 192.168.10.10 WWwW 1186 MB
192.168.10.10 13.89.178.27 https 961461KB
2.20.253.140 192.168.10.10 https 356.205 KB
172.217.168.195 192.168.10.10 hitps 270868 KB
204.79.197.203 192.168.10.10 https 264.682 KB
204.79.197.239 192.168.10.10 https 166.214 KB
13.89.178.27 192.168.10.10 https 159.804 KB
Q Mostrando 1- 50 de 103

£ Escribe aqui para buscar.

P =28

I

Miauelilla

£ 10°C Mayorm. nuble.. A G 80T )T C ‘
BeotugsOe
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Sivamos a Inoformes - Buscar informe podremos generar uno

0O w
< O

NetFlow Analyzer x

A Noseguro | winmiguelsri2:3060/apiclient/ember/index.jsp#/Reports/Netflow/SearchReport A 9y (] %

.
T ® L -

[ITOM day en Madrid] Aprende c6mo hacer proactivas las infraestructuras de Tl (ITOps) con Ay automatizacién. Registrese ahora.

NetFlow Analyzer

(©) Lalicencia vencers en 29 diss () Obtener presupuesto () Comprar () Solicitar demostracion

A 014w Qs B

Inventario IPAM
NetFlow NCM OpUtils DPI Auditar
Perfil de informe: ;Desea crear infor basad filtros persor Generar | Mas informacién (<)
Informes de NetFlow Buscar informe
Buscar informe .
Datos: ENTRANT  SALIENTE @ Ambos
Perfiles de informes
Forense
. DatosdelP ® Todos 1Pva 1P
Informes favoritos
Inf lidad 5 i .
nforme consolidado Periodo de tiempo: e i
Informe de planificacién de
capacidad
Comparar informes Desde: Fecha Horas Minutos
-11- 21 v 26
Distribucién de protocolos 2023-11-10
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RAOZ PRACTICA O7

MIGUEL LILLO ROMERD

b) Descarga e instala software que monitorice redes
inalambricas y realiza filtrados de red para monitorizar solo
el trafico deseado.

Solucién:

Voy a utilizar Colasoft Capsa 11 Free le tendremos que indicar el adaptador que
vamos a usar

\9 #X Home Page €3 Forum () About

Colasoft Capsa 11 Free

Adapter
Name P pps bps Speed Packets Bytes Utilization WicFi
& Local Network Adapter(s) Medium Type
[ Ethernet 192,168.56.1 0 0,000 bps 100000 Mbps 4 864008 000%
[ Conexién de red Bluctooth 0.00.0 [ 0,000 bps 3.00 Mbps 0 0.008 0.00% Ethemet
[ UMware Network Adapter VMnet2  127.00.1 0 0,000 bps 10000 Mbps 12 1228 000%
[ UMware Network Adapter VMnetl  192.168.20.1 0 0.000 bps 10000 Mbps 4 864,008 0.00% Network Profile
. Network Profile 1
[ Microsoft [ 0,000 bps 54,00 Mbps [ 0008 000%
[ Microsoft 0 0,000 bps 5400 Mbps 0 0008 000%

Analysis Profile

Full Analysis:

Provides comprehensive analysis of all applications and network

problems.

Analysis modules loaded

DNS
Email

HTTP
IcMp
ssL

Capture Filter:

Data Storage:

Packet output disabled
Log output disabled

= == == ==
o ~
A | |wl
A = ©
Full Analysis i HTTP Analysis  Email Analysis  DNS Analysis  FTP Analysis
Monitoring

No filter applied, all traffic will be captured

No filter applied, all traffic will be captured

i@ Help

a@

@

Set Medium Type

a

Set Network Profile

7]
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Podemos ver distintos equipos de la red y con los que se comunica su
geolocaizacion

DEHE Analysis Praject 1 - Colasoft Capsa 11 Free
Analysis | System  Tools  Views
4 = .Fd = =
= [ o= f =i e .
E = 2 KR8 w & 75 A D
Adapter Stop | General Node Name | Analysic View  Packet Capture Packet Conversastion Log  Log ‘e |
Group Table || Object Display  Buffer Fiker Output Filter View Output
Capture Network Profile Settings Analysis Profile Settings Utilzation ( pps (67) Traffic Chart{bps) Packet Buffer 8.0 MB
Node Explorer /" Summary | Pratocol” IP Endpoint | IP Conversation | 1CP Conversation | UDP Conversation | Port | Matrix | Packet | Log | Report |E] online Resource x
Y ] % By 2 - Fiten - Al ~ [ Exactly Match (3, Explorer\IP Endpoint: | 31
© Full Analysis Name Geolocation Packets bps pps Bytes Received  Packets Received BytesSent  Packets Sent Sent/Receive Capsa Enterprise 13
=" Protocel Explorer (1) ] —
o e 5 192168.1.1 Local S 38,808 Kops 1 000E 0 20.15KB 4 2, MW Is Avaitable
e = 192.166.1.197 Local 102 3152 Kbps 3 579 KB &3 743K8 39
! = 192168192 Local 2 1232 Kbps 1 0008 0 617KB 4 5 |
= 192.161.23 Local 3 564000 bps 1 0008 0 300008 s Bownload 30-Day Trial
& B MAC Eplorer ) ) 192.168.1.255 Local 2 720000 bps 1 160.00B 2 0008 0
e et — 408 5139 2928 Kbps 5 71367 kB 2006 339M8 3043
) E“'"d Egt";‘\?u M : 5 United Arab Emirates 3,020 8.161 Mbps 521 51,60 KB 895 3.05M8 2121 Live Demo
= M'Dlat “iAdd 'ems((b]] 5 22071134 United Arab Emirates 3012 17,236 Mbps 2,007 51,54 KE 898 3.05 M8 2,120
e - ":5 e 522071141 United Arab Emirates 2 0.000 bps 0 59.00B 1 70008 1 @ MewCapsaMai ser Interface
MF'L"'E"(S)E e 1 United States 1732 2928 Kbps 5 63445 KB 1,008 225.93K8 723 (@ Find Top Talkers in Netuork
= L“‘:L . |n1 M - China 11001 K8 250 928,000 bps 2 13.05 KB 120 96.06 KB 130 (@ ho Is Using Network Bandnidth?
= P‘” tm (’\]‘ﬂw o v coizzoteom | United States 110.01 KB 50 928,000 bps 7 1395 KB 120 96.06 KB 130 (QHow o Detect ARP Attacks?
e e & United States 51 13.160 Kbps 7 565 KB 2 1386 KB 7 Qiow to Detect Hetnork Loop?
=. . v ‘d‘“tAdd'E“ES ((1)1 @ Ireland 65 1,016 Kbps 1 6.64 KB 33 269KB 32 [ More Videos...]
- 't“ :;dd 'em(i] 5 United States 19 472,000 bps 1 133KB 0 551K8 9 How-To's
= Intern! resses (7 W gB0gIE ES United states 7 143,880 Kbps “ 1.28KB 9 5.44KB 8
5 2165821404 United States | 2 472,000 bps 1 58.00B 1 70008 1 23 How to Monitor Network Traffc
5 185.199.108.153 Local | 2 0.000 bps 0 50.008 1 70008 1 [ Analyze Traffic Based on Local
557 Multicast Addresses | 4 £64.000 bps 1 2142 KB s 0008 0 Processes
JRCH TPRoRERR—, i an o vo 3 30210 Vi n n 01D = nano n s ¥l @ Monitor Network Packet Loss
[ Restore Configurations to Capsa
1P Conversation | TCP Conversation | UDP Conversation | b 13
. [ TCP Flow Analysis
E 2 - | Fitter «|an + [ Exactly Match www.colasoft.com\IP Conversati
CIN AR e e = =l [ More in Capsa How-tos...]
Node 1-> Endpoint 1 Geolocation-> <~ Node2 <-Endpoint 2 Geolocation Duration Bytes Bytes > <-Bytes Packets  Packets-> + <- Packets P
) wwwcolssoftcom | United States =1 192.168.1.161 Local 00:00:38.415270000 110018 96.06 KB 13.95K8 250 130 20| 2023/
p
< >l ¢ >
5 Capture - Full Analysis | BB Wi-Fi | <BNetwork Profile 1 - Bandwidth - 1000Mbps [ Inactive 00:00:59 | 35588 30  Ready A\ Alarm Explorer (00 © 0 ©0
& ) = =
P Buscar T @ & 10°C Mayorm. nubla.. o e B

Podemos ver un esquema de comunicacion entre equipos de esta red y de otras redes

Dod Analysis Project 1 - Colasoft Capsa 11 Free
=7 | Analysis | System  Teols  Views & Help~
= =3 iR AR @
e ?’
=~ j Se L. @ & Z =4
Adapter Stop | General Node Name | Analysis View | Packet Capture Packet Conversation Log  Log
Group Table | Object Display | Buffer Fiter Output Filter View Output
Capture Network Profile Settings Analysis Profile Settings Utilization (¢ pps (106) Traffic Chart(bps) Packet Buffer &1
Node Explorer /" Summary | Protocol | MAC Endpoint [ IP Endpoint | MAC Conversation | IP Conversation | TCP Conversation | UDP Conversation Por” Matrix | Packet | Log | Report ||| Online Resource x
2 %o & & Select Matrix - M- (5 & -

(9 Full Analysis

“if” Protocol Explorer (1) Top100 IP Conversation(Protocol Explorer) Capsa Enterprise 13
B MACExplorer (3) Ba New Is Available
- IP Explorer (6) E

Top100 MAC Conversation

Download 30-Day Trial
=

Top100 MAC Node

w7
5
e

Top100 IP Conversation

Live Demo

o (@ Mew Capsa Main User Interface
v

.

=

Top100 IP Node

(@ How to Detect Network Laop?
[ More Videos...]

How-To's

[ How to Monitor Network Traffic

[ Analyze Traffic Based on Local
Processes

(@@ Monitor Network Packet Loss

(I3 Restore Configurations te Capsa

13
[Z3 TCP Flow Analysis

User Hidden Nodes (0) [ More in Capsa How-tos...]

[ |
Invisible Nodes (0)
< >
Capture - Full Analysis | B3 Wi-Fi | 3 Network Profile 1 - Bandwidth - 1000Mbps | ' Inactive 00:0432 | /12,44 “@0 | Ready Miguelilla N Alarm Explorer [O 0 Q0 ©0
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Podemos ver los paquetes que se envian

Do Analysis Project 1 - Colasoft Capsa 11 Free - X
Anslysis | System  Tools  Views
=5 AN A g
E=f5 &K 8 el EL
Adopter| Siort  Stop | General Node MName | Anclysis View | Packet Capture Packet | Conversation Log  Log
roup Table | Object Display Buffer Filter Output | Filter View  Output
Capture Network Profil Settings Analysis Profile Settings Utiization (0%) s (5) Traffic Chart(ops) Packet Buffer 80 MB
Node Explorer / Summary | Protacol | IP Endpoint | IP Conversation | TCP Conversation | UDP Conversation | Port | Matriy” Packet | Log | Report |=] Online Resource x
Béad Gar ol & - 8- | B | Fiteer: v an + [ Exactly Match Q. 1P Explorer\Packets: | 14723 |
© Full Analysis No. Absolute Time | Source Source Geolocation Destination Destination Geolocation _ Protocol Sze|  Payload | Decode o=
% Protocol Explrer (1) 23508 23:2845.881185000  35.186.224.25443 United States DESKTOP-31954Nd Jocal:31161 Local p3 [ 0 SeqNurr
5 @] 23509 | 232845.684530000 | 02EBDBID:FBIE FRFRFEFRFRFF ARP Request 4% - Who ha:
= 23510 | 232845.697537000 | 35.186.224.25:443 United States DESKTOP-31954NeJocel:65017 Local 7 il HTTPS 1
@ Local Subnet (1} 23511 | 23:2845.925076000 | 35.186.224.25443 United States DESKTOP-31954NeJocel:65017 Local i) u HTTPS 1
2~ tikloal () 23512 | 23:2845.925278000 | DESKIOP-31854Nd local Local 35186.224.25:043 United States i El HTTPS 1
B prvateuse Neworks 2) 23513 23:2846.039394000 | 35.186.224.25443 United States DESKTOP-31954Né-local:s. Local 716 ™ HTTPS 1
= Multicast Addresses (6)
S - Breacos Adchess ) 23514 232846.039773000 Local 35186.224.25:043 United States 81 3 HTPS s || Lrve Demo
B2 meme A 02 23515 | 232846.091302000 Local 35186.224.25:043 United States 59 1 (TCP Kee
23516 | 232846.137175000 | 35.186.224.25:443 United States DESKTOP-31954NeJocel:65017 Local i) u HTTPS 1 New Capsa Main User Interface
23517 | 2328461553800 | 35.186.224.25:443 United States Local i) ) DupAC || @ Fnd Top Takers network
23518 | 232846.204452000 | 162.159.133.234443 United States Local 108 EY Applicat || @ Who Is Using Network Bendwidth?
23519 | 2384624733900 | DESKIOP-3954NA L Local United States N ® ) SeqNun Q tow to Detect ARP Attacs?
23520 23:28:46.293982000 INA Local Local 168 110 Seqhlurr (QHow to Detect Network Loop?
23521 23:28:46.293985000 N4 Local Local 168 110 SeqNurr [More Videos...]
23522 | 232846.293986000 NI Local 8009 Local 168 o SeqNun How-To's
23523 | 232846.403220000 00 Local Local 168 o SeqNun
23524 | 232846.403220000 8009 Local Local 168 o SeqNun 3 How to Honitor Network Traffic
23525 | 232846.403220000 8009 Local Local i< 168 o SeqNun [0 Analyze Traffic Based on Local
23526 | 2328:46.449693000 N4 ocel31347 Local Local 58 ) SeqNun Processes
23527 | 2328:46.449604000 Nd.ocel31337 Local 8009 Local 58 0 SeqNur v Monitor Network Packet Loss
< > [ Restore Configurations to Capsa
T Packet Int. ~][P0000000 | 00 04 5¢ 62 &4 03 50 C2 E8 GE 2D ¢B 05 00 45 00 00 28 €0 &7 40 13
= Tre——— 5,086 00000015 | 00 50 0 SE 55 CO RS 0L AL 02 14 47 86 7B 4C 01 BB AD EL 78 (E 3 TCP Flow Analysis
56 [0000002A |53 03 DF F% S0 10 20 58 AA A4 00 00 [ Morein Capsa How-tos... ]
54
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v
< >
Original Packet | ol ¢ >
Capture - Full Analysis | BBWi-Fi | 3 Network Profile 1 - Bandwidth - 1000Mbps | [ Inactive 00:09:03 | /24669 G0 _ Ready Mig, AAlarm Explorer (00 Q0 ©0
Protocolos mas utilizados
DEd Analysis Project 1 - Colasoft Capsa 11 Free - X
Analysis | System  Tools  Views i@ Help~
28 & A | - \2
583 &5 E T Z@EY
Adapter| Stat  Stop | General Node Name | Analysic View  Packet Capture Packet Conversation Log  Log
Group Table | Object Display Buffer Fiter Output  Fiter View Output
Capture Network Profile Settings Analysis Profile Settings Utilization (0%) pps (20) Traffic Chart(bps) Packet Buffer 80 MB
Node Explorer /" Summary” Protocol [ IP Endpoint | IP Conversation | TCP Conversation | UDP Conversation | Port | Matrix | Packet | Log | Report | OnlineResource x
- =
Eiead Ga 216 B & - Fiter <l ~ ] Exactly Match O 1P Explorer\Protocol: | 23 |
u—):;\ Analysis Name Bytes ~ Packets bps. Pps Bytes% Packets% @ apsa Ent
b ® :;;‘(”‘; ‘B‘p‘”g o © °F Ethemetll [ 1zaswme] 27021 13184 Kbps | 20 100.000% | 100.000% MEL s A vaital
T “”';; a-TP 3.38 MB] 26,084 12672 Kbps 19 99.566% 96.532% i
o T e T 5 17,170 Kbps 8
2 Local Subnet (1) o
= LinkLocal () T TIPS [ BElE 2045 3,640 Kbps 4 29773%
= Private-use Networks (2) -
T HTTP 1 1 5
5% Multicast Addresses (6)
-7 DS | 4 Live Demo
= Broadcast Addresses (1)
W ntemet Add an “T" DNS Query | 3.624 Kbps 3
= Intemet Addresses T DNSResponse | 1.136 Kops 1 New Capsa Main User Interface
T PPlive | 472.000 bps. 1 (QFind Top Talkers in Network
-7 uop [ | 1 Qo Is Using Network Bandwidth?
5T Qo to Detect ARP Attacks?
“F HTms | 2 (QHow to Detect Netiwork Loop?
T ssop | 1 [ More Videos...]
T MDNS | 1 How-To's
8- DNS | 68 6
T ONs Query | ] 2208 Kbps 3 [0 Analyze Traffic Based on Local
T MNP | 9 1,264 Kbps. 1 Processes
8- BooTP | 2 0.000 bps 0 [ Monitor Network Packet Loss
T DHCP | 2 0000 bps 0 [0 Restore Configurations to Capsa
8" NBDGM | 1 0 bps 0 0.002% 13
BT [0 TCP Flow Analysis
T SMB_MAILSL... || 247.008 1 0.000 bps 0 0.002% [More in Capsa How-to:
T LMNR | 72008 1 0000 bps 0 0001% = ]
T )
B TP Corve et ol Fecaback 09w |
Y Gh| % B3 k| @ - Fitter " + [ Exactly Match (O, [ Ethemet P Endpoint: | 35 |
Name Geolocation Bytes v Packets  BytesReceived Packets Receiv.. BytesSent  Dackets Sent Internal Bytes  Internal Packets Sent N
= -/ Local Subnet | el 28929 11.00MB | 1264 | 195MB | 10,579 87811KB | 5704
& 5 192.168.1.0724 2399 11.00ME 12646 195 MB 10,579 278,11 K8 5704
& Deskrop-31954Ndlocal | Local 24908 11.23 M8 13917 184 M8 11,081 o8 [}
=@ Internet Addresses [ 12.63Md 21,985 1.63MB 9324 11.00 MB 12,661 0008 0
@ united Arab Emirates I ¢ : VB 9,889 226,84 KB 3462 9.06 MB 6427 0008 0
@ United States [ ] 299MB 10,600 1.25MB 5123 174 MB 5477 0008 0
& ireland | 14142 KB 28 20.06KB a2 61.34K8 a6 0008 0
& United Kingdom | 4577K8 135 1340 KB 62 32.37KB ke 008 0
@ United States | 40.22 KB 110 15.84 KB 53 2438KB 57 0008 0 v
< uelilla 2 < >
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