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RAD3 PRACTICA 18 MIGUEL LILLO ROMERD

Ejercicio 1 B Realiza una comparativa entre
los routers frontera atendiendo a las

opciones de seguridad perimetral
a) Router DLINK DIR-879/A1

Solucioén:

Seleccionamos el rater en este caso sera el DIR-879/A1

Emulators
DIR-822/R1 DIR-825/AC/E1 DIR-825/AC/G1

il e/ b

DIR-825/R1 DIR-841/R1 DIR-842/R1

N

DIR-879/A1

1

DIR-879/A1

Description
Mobile Routers.

L & @ Lo,

Miauelillo
Si vamos a Wifi= Network Podemos configurar la la red tanto de 2.4 GHz y la
de 5GHz apagar la red cambiar el SSID Ocultarlo en la red, cambiar el modo,
asociar un maximo de hosts conectado en la red inalambrica, configurar el
broadcast.

D-Lilll( < WAN/Editing

Basic Settings

Building Networks for People

Statistics 2.4 GHz

Connections Setup

General Settings Wi-Fi Network

= Wi-F . Enable Wireless Network name (5SID)™
. Miguel

Basic Settings _
Country
RUSSIAN FEDERATION h (@) The number of characters shauld not exceed 32

Client Management
Wireless mode Hide SSID

Wes 802.11 B/G/N mixed -

@ Wireless network name (SSID) will not appear in the list of available
wireless networks with customers. Go to 2 hidden nefwork, you can connect to

WMM
manually specify the SSID of the access point

@ sclect channel automatically

Client @ Enable additional channels BSSID
00:90:12:12:13:16 a

Client Shaping () Attention! The device automatically selects a channel from the list of

Additional

MAC Filter

available channels depending on your country. Make sure that your wireless
devices suppert channels above 12

Channel

auto (channel 13)

Max assodiated dients™®

0

@ Broadcast wireless network
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RAD3 PRACTICA 18 MIGUEL LILLO ROMERD

Abajo tenemos las opciones de seguridad donde nos permite WPA, WPA2,
WPA-PSK, WPA2-PSK, en el caso de WPA y WPA2 necesitaremos un servidor
Radius

D-Link < WAN/Editing Basic Settings

Building Networks for People

Statistics

Security Settings

Connections Setup
Network uthentication
WPAZ2-PSK -
= Wi-Fi

Password PSK*
Basic Settings

-------- Q

Client Management .

(@) Password should be between 8 and 63 ASCIT characters
WPS Encryption type™

AES -
WMM

Group key update interval (in seconds)™
Client 3600
Client Shaping
Additional APPLY ADD WI-FI NETWORK
MAC Filter - Miauelillo -

En Client Manager podemos ver los clientes conectados. Encaso de querer
podemos desconectarlo.

D Emulators x D DIR-879

& C & anweb.dlink.ru: nin/#/wifi/clientmgm

. .
D-Link < Basic Settings Client Management

Building Networks for People

Statistics

List of Wi-Fi Clients REFRESH
Connections Setup List of wireless clients connected to the router

|:| Hostname MAC address Band Network name (SSID) Signal level Online

= Wi-Fi

D RedmiNote6Pro-Red...  48:2C:A0:A3:37:EE 2.4 GHz DIR-816-1314 100% 0 min
Basic Settings
Client Management
\WDE Miauelillo
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Si clicamos sobre ellos podemos ver informacion del dispositivo.

RedmiNotebPro-Redmi

Hostname RedmiNote6Pro-Redmi
MAC address 48:2C:AD:A3:37:EE
Network name (S5ID) DIR-816-1314
1Pv4 192.168.0.171
Signal level = 100%
Band 2.4 GHz
Online 0 min
Last TX rate 72.00 Mbit/s

Rx/Tx. 30.86 Kbyte/21.68 Kbyte

En WPS podemos activar o desactivarlo es recomendable tenerlo desactivado

D DIR-879

&« (= anweb.dlink.ru

D Link Client Management

Building Networks for People

Statistics
WPS
. The WPS function helps to configure the protected wireless network automatically. Devices connecting to the wireless network via WPS must
Connections Setup .
support the WPS function.
DISABLE WPS
= Wi-Fi
Basic Settings WPS Control Information
Client Management WPS state: Configured
ESTABLISH CONNECTION
Default PIN code: 12345670
WPS
MNetwork name (SSID): MY-SSID
@ Enable Wi-Fi when WPS function is activated with
WMM hardware button MNetwork authentication: WPAZ-PSK
. . . ) o Encryption: AES
Client (D Move the switch to the left in order to forbid the router to enable Wi-Fi/WPS
when the WPS function is activated with the relevant hardware button Password PSK: 12345670

Client Shaping

. RESET TO UNCONFIGURED
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En Client Shapig Podemos limitar la velocidad a los cliente de la red

I} Emulators

< (] @ anweb.dlink.

D'I.illk < Client Client Shaping

Building Networks for People

Basic Settings -
Client Management Client Shaping +
Rate limitation mechanism for wireless clients
WPS
D MAC address Maximum upload rate (Mbit/s) Maximum download rate (Mbit/s) Enabled
WMM
[] seAaiziiiin 12 13 Yes
Client
Client Shaping Miauelillo

En MAC Filter podemos afadir clientes y hacer una lista de acceso o una lista
negra

D Emulators x D DIR-842

&« (= @ anweb.dlink.

D-Link < Additional MAC Filter

Building Networks for People

Basic Settings -

Client Management

2.4 GHz 5 GHz
WPS
MY-SSID MY-SSID-5G
® off ® off
WMM
l )
et Filters +

) Mo rules created for MAC filter
Client Shaping
Additional

1. Itis recommended to configure the Wi-Fi MAC filter through a wired connection to the device

MAC Filter . .
Miauelillo

Sivamos a Advanced-> VLAN podemos crear VLANS

@ anweb.dlink.

< Smart Adjustment

Building Networks for People
i -

Wi VLAN List +

D Name Type Untagged ports Tagged port VLAN ID Enable

= Advanced

D lan Untagged LAN LAN1, LAN2, LAN3, LAN4, wifi_2G-1, wifi_5G-1 - - Yes
VLAN

D wan Untagged NAT WAN - - Yes
DNS

Miguelillo
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En DNS podemos configurar la direccion de DNS manualmente

D Emulators

& c @ anweb.dlink.

-
r 4
D-Link
Building Networks for People

Wi-Fi DNS

DNS servers are used to determine the IP address from the name of a server in Intranets or the Internet. You can specify the addresses of DNS
servers manually on this page or configure the router to obtain DNS servers addresses automatically from your ISP upen installing a connection.
= Advanced
=

VLAN DNS IPv4 DNS IPv6
) Manual 0 Manual
DNS
@ Default gateway @ Default gateway
DDNS
Interface Interface

Ports Settings N PPPOE_IPv6_35

S Miauelillo

Dentro de DDNS podemos modificar el DDNS

D Emulators

&« c @ anweb.dlinl

Building Networks for People
aa

Wi-Fi DDNS List

|:| Hostname DDNS service Username Update period (in minutes)

= Advanced

D test123.dyndns.org dyndns.org test123 3
VLAN
DNS I}
DDNS

Miauelillo

En Port Settings podemos configurar o deshabilitar la auto negociacion y el
duplex. También la velocidad de las LANs

D Emulators

&« c @ anweb.dlink.ru:

D-I.illl( Ports Settings
Building Networks for People

Wi-Fi Ports Settings
You can configure or disable autonegotiation of speed and duplex mode or manually configure speed and duplex mode for each Ethernet port of

the device. Also you can enable or disable data flow control in the autonegotiation mode.
= Advanced

VLAN

Port Status Autonegotiation Speed Flow control
DNS LAN4 @ Disconnected On - -
DONS LAN3 @ Connected On 1000M-Full 802.3x(bt+rx)
LAN2 @ Disconnected On - -
Ports Settings
LAN1 @ Disconnected On - -
Bandwidth Control
WAN @ Connected On 1000M-Full off
Traffic segmentation Miauelillo N
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Podemos segmentar el trafico en varias LANs y que se puedan comunicar

D Emulators

& C & anweb.dlinkru:

- y
D'Llnk < Bandwidth Control Traffic segmentation

Building Networks for People

< Advanced
I, Traffic Segmentation is used to restrict traffic from one port to the other ports group. Select the ports for which traffic is allowed.

VLAN

DNS LAN1 LAN3

DDNS LAN2 LAN1
Ports Settings LAN3 LAN2
Bandwidth Control LAN4 LAN4

Traffic segmentation

Redirect LAN2 LAN4 %
Routing LAN1 LAN1
TR-069 Client LAN3 LANZ
Remote Access LAN4 LAN3
Miauelille

Habilitar las notificaciones de fallo de internet

D Emulators DIR-842

e

- .
D'Llll £ Traffic segmentation

Building Networks for People

Traffic segmentation

Redirect Redirect

You can enable notifications on the reason of the Internet connection failure. Notifications will be displayed in the browser window when a user is
Routing attempting to open a web site on the Internet.

ENABLE
TR-069 Client

Remote Access

Miauelillo
En Routing podemos configurar las rutas

D Emulators

&« i @ anweb.dlink.ru

D'I.illk < Redirect Routing

Building Networks for People

Traffic segmentation

R Routing Configuration +
Routing D Destination network Gateway Interface Metric Table State
TR-069 Client D 10.10.10.10/24 10.10.10.1 - [ ]

Remote Access Miauelillo
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En TR-069 Client podemos configurar TR-069 que nos permite gestionar,
configurar y actualizar a distancia los dispositivos

s X D DIR-842

& anweb.dlink.ru:

D 'Ilink < Routing TR-069 Client

Building Networks for Peaple

Routing
TR-069 Client Inform Settings
TR-069 Client
Interface™ ] On
Remote Access Automatic -
Interval (in seconds)
UPNP IGD ® ctnable TR-069 dlient 120
UDPXY
IGMP Auto Configuration Server Settings Connection Request Settings
ALG/Passthrough VR address
http/ftr.orionnet.ru:30006 Username
IPsec
Username Password ©
Firewall
Request port
asSWor Q 8999 P~
E
o 2 Request path
e g Miguelilin e

En Remote Access podemos configurar reglas de aaceso remoto

D Emul

< C & anwebdlinkru:

-
D-Link < TR-069 Client Remote Access
Building Networks for People

Remote Access

These ports are used in the virtual servers configuration: "3389".
UPNP IGD 1", These ports are used in the TR-069 configuration: "8999".
You can't use them to configure remate access to the device

UDPXY

IGMP

ALG/Passthrough Remote Access Rules
IPsec Mo rules created for remote access
Firawall Miauelillo

En UPnP IGD podemos configurar UPnP

D Emulators x +

& (¢] @ anweb.dlink.ru:8 nin/?ts 0 dvanced;

D'Ilink < Remote Access UPnP IGD

Building Networks for People

Remote Access

UPnP IGD UPnP IGD

‘You can enable the UPnP IGD protocol. The router uses the UPnP IGD protecol for automatic configuration of its parameters for network
UDPYY applications requiringan incoming connection to the router.

DISABLE
IGMP

IPv4 IGD
ALG/Passthrough

Protocol IP address Private port Public port Description

IPsec

Miguelillo
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En UDPXY te permite configurar el servidor UPDXY

D Emulators % D DIR-842

& C & anwebdlinkmu min/?

D'I.illl( < UPNP IGD

Building Networks for People

Remote Access

@ UDPXY is 3 UDP-to-HTTP multicast traffic relay daemon: it forwards UDP traffic from a given multicast subscription to the requesting HTTP lient.

UPnP IGD
® Enable

UDPXY

() 7o see the application status page, foliow the link Status
iGmp Port* Buffer size for incoming data*

4022 131071
ALG/Passthrough

Maximum client number* Buffer size for data transferred to client™
IPsec 3 4096

WAN interface™

Firewall -
System

Y Yandex.DNS
Miauelillo

En IGMP podemos configurar IGMP que es un protocolo que permite que varios

dispositivos compartan una direccion IP para que todos puedan recibir los
mismos datos.

D Emulators

& C & anwebdlinkiu

D-Li

Iding Networks for People

Remote Access

UPRP 16D IGMP MLD
Internet Group Management Protocol is designed to manage multicast Multicast Listener Discovery is designed to manage multicast traffic in
traffic in IP-based networks. 1Pve-based networks
UDPXY
1GMP ® Enzble )% Enable
IGMP version
ALG/Passthrough
IGMPv2 -
IPsec N
Interface*
WAN -~
Firewall
Set the address of outgoing IGMP packets equal to
0.0.0.0
System

@ Enable this option if your Internet Dtoude/“"iar.e.sefii“n

En IPsec podemos configurar Tuneles VPN

D Emulators X D DIR-842

< C & anwebdlinkru:

£ ALG/Passthrough

ALG/Passthrough

@ Enable
IPsec
Firewall

v Tunnels +
1P Filter
Remote host Encryption algorithm Hashing algorithm Interface
Virtual Servers
Status

DMZ

Remote host Source / Destination Rx/Tx Time (in seconds) State
MAC Filter Miauelillo
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En IP filter podemos configurar el acceso del cliente a la red restringirle puertos

etc.

D Emulators

&« c # anweb.dlink.nu:t

D-Link

Building Networks for People

O Firewall

1P Filter

Virtual Servers

DMZ

MAC Filter

URL Filter

DoS Protection

System

Y Yandex.DNS

IP Filter

Filters
O mwe  neme State Action 1P version
O 1 test321 Enabled @ Deny 1Pv4

Miauelillo

En DMZ podemos configurar una zona DMZ

D Emulators

&« Cc @ anweb.dlink.

D-Link

Building Networks for People

) Firewall

1P Filter
virtual Servers
DMZ

MAC Filter

£ Virtual Servers

DMZ
@ Enzble
@ Enable NAT Loopback

1P address™
192.168.0.10 -

Miauelillo

En MAC Filter podemos denegar o aceptar MACs

D Emulators

&« (6] @ anweb.dlink.

Building Networks for People

) Firewall

1P Filter
Virtual Servers
DMZ

MAC Filter
URL Filter

DoS Protection

MAC Filter

MAC Filter

You can configure MAC-address-based filtering for computers of the router's LAN.

Default mode

Allow -

List of Exceptions

D NO State Action MAC address
O 1 Enabled Deny 48:EE:0C:11:11:11
Miauelillo

+

[Source IP address]:[Port]
Protocol -
[Destination IP address]:[Port]

[77.88.8.9] : [<All>]
TCP/UDP -
[77.88.8.8] : [<All>]

Hostname

PC
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Con URL Filter podemos bloquear sitios URL a usuarios especificos o a
todo sen general

D Emulators

&« C @ anwebdlink.ru

D-Link < MAC Filter URL Filter

Building Networks for People

O Firewall .
URL Filter
1P Filter You can specify restrictions on access to certain web sites. Rules can be applied to those devices that are added to the list or to all but devices
from the list.
Virtual Servers . Enable
DMZ
Addresses Clients
MAC Filter Address filtering Client filtering
Block listed URLs - All but devices from list -
URL Filter
DoS Protection
I:' URL address Match with template Name MAC address
System I:' reklama.com Full
Y Yandex.DNS
APPLY
Logout %

Miauelillo

Con Dos Proteccion podemos activar con que protocolo queremos gue nos
proteja de ataques de denegacion de servicios.

D Emulators

&< (& @ anweb.dlink.ru:

D'I.illl( < URL Filter DoS Protection

Building Networks for People

QO Enabling DOS fiiter may lead to 3 slight decrease in the overall

O Firewall performance of the device
1P Filter
Virtual Servers Per-source IP Flood Other Settings
oMz TCP/SYN J°° TCP/UDP port scan
TCP/FIN Jo 1P Land
MAC Filter
upp J° 1P Spoof
URL Filter
IcMp I 1P TearDrop
DoS Protection
TCP scan
System I TCP/SYN with data
J© UDP Bomb
Y Yandex.DNS @

@ Block source IP
Miaguelillo
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En System-> Log podemos ver un log

D Emulators X D DIR-842

& c & anweb.dlink.

- *
ll'lk < Configuration

Building Networks for People

Log

£+ System

Configuration
REFRESH EXPORT

Firmware Update : write through
vable disk
FUSE 27

Log

Con la opcion de Yandex podemos configurar un control parental a toda la red o
a usarios especificos.

D Emulators x D

& C @ anwebdlinkru

Ia Link < Devices and Rules

Building Networks for People

Yandex.DNS

Ya ndex Fast DNS service from Yandex with additional security features.
About Yandex.DNS

Connections Setup

Wi-Fi
Enable
Advanced .
Firewall
Default Mode
System (@ All new devices will b= connected in the selected mode

() Protection off
@) Safe
O child

Y Yandex.DNS

Settings

Devices and Rules

(@ For the devices in the safe mode, there will be blocked websites which try to steal your passwords, e.g,, for social networks, and websites which can infe

computers.

Logout
@ For the devices in the child mode, there slsqMiijidva@tg =bsites containing aduit media. It is recommended to enable this mode for devices used by children.

D Emulators

< G @ anwebdiink

-
D-Link ¢ Settings Devices and Rules
Building Networks for Peaple

Connections Setup Known Clients
Wi-Fi 1P ad MAC address Name Rule
192.168.0.136 94:DE:80:21:58:F1 - Default (safe) &
Advanced
) Rules +
Firewall
IP address MAC address Name [ Mode
System
APPLY

Y Yandex.DNS

Settings

Devices and Rules

Logout
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b) Rater LINKSYS E8400

Solucién:

Voy a usar el rater E8400

Index of / X

&« > C # uilinksys.com

E3000 E3200 E4200

E7350 E8350 EB8400

Miauelillo
En Setup—=> VLAN Setup podemos configurar y crear VLANS en la red

Index of /

& (= @ uilinksys.co

LINKSYS

Access

Setup Setup Wireless Security Storage Policy

Ba up | VLAM Siflup | IPvGSetup | DDNS | MAC

VLAN Setup

Description |Enable

VLAN Internet Port 1 Port 2 Port 3 Port 4

Default Internet D

Uniagged v

[Excluded ~ ||| Excluded w ||[Excluded ||| Excluded w ||[Excluded

I

[Excluded w ||[Excluded w ||[Excluded w ||| Excluded w ||| Excluded w |

[Excluded ~ ||| Excluded w ||[Excluded ||| Excluded w ||[Excluded ~

[Excluded w ||[Excluded v ||[Excluded ||| Excluded w ||| Excluded w |

O
3 2 3 ks 2
MENTENENER
< < < < <

)
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Si vamos a DDNS podemos configurarlo en este caso tenesmos disponible la
web de DynDNS.org y la de nTZo.com

Index of /

&« C @ uilinksys.com/

LINKSYS'

Firmware Version: 1.0.00

Linksys E8400 EB400

Setup _ . Applications &
Gaming

Administration

DDNS Service

DynDNS.org

TZ0.com
Disabled

Save Settings Cancel Changes
1auelillo

En Wireless-> Security Mode acepta WPA WPA2 WEP Radius

Index of / X Wireless Security

& (& & uilinksys.com/!

LINKSYS'

Firmware Version: 1.0.00
Linksys E8400 EB400

Wireless Security  Storage

Wireless Aoomss  APRRCSHONSE  pgctron

Wireless Security | Gue: Wi iter | Beamforming

5 GHz Wireless Security

Security Mode: Disabled

WPA2NWPA Mixed Mode

2.4 GHz Wireless Security WPA Personal

Security Mode WPA2IVPA Enterprise Mixed Mode

WPA2 Enterprise

WPA Enterprise

WEP
RADIUS
Disabled

Save Setfings Cancel Changes

Miauelillo

En security->Firewall podemos activar o desactivar el firewall filtrar paquetes

Index of / Firewall X

< C & uilinksys.

LINSSYS'

Security Setup Wirsless  Security  Storage ‘Pf.':i":? ‘W““""iir“_;"&

1Py SPI Firewall

Protection ® Enabled () Disabled
1Pv3 SPI Firewral
Protection ® Enablea () Disabled

Filter Anonymous Infemet Requests
[ Fitter Multicast
(T Fitter Intemet NAT Redirection for IPv4 Internet Only

Filter IDENT (Port 113)

Intemet Filter

Web Filter

O proy O dava O activex [ Gookies

Save Settings Cancel Changes
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En VPN podemos configurar PPTP, IPSec, L2TP

VPN Passthrough

& (] & uilinksys.com

LINKSYS

Firmware Version: 1.0.00
Linksys E3400 EB8400

Security Setup Wireless  Security  Storage "P’;;'i’u’v’ ‘“W"‘:a'ii[‘;’l"a Administration

Firewall | VPN Passthrough

VPN Passthrough

IPSec Passthrough: (® Enabled ) Disabled
BPTE Passthrough: ® Enabled O Disabled

L2TP Passthrough ® Enabled () Disabled

Save Settings Cancel Changes

iauelillo

En Access Policity podemos configurar el control parental para deshabilitar
URLs y etiguetas de paginas

& (el @ uilinksys.com

LINKSYS'

Access Policy Setup Wireless  Security  Storage

Parental Controls

TargetDevices  Reshict Infemet access on

rcress Administration
Policy
Parental Controls

Parental Controls: ® Enabied () Disabled

Schedule | Block Infemef Access.

Never  Always  Specific times
Sehool nights Midnight | to [11:30AM v
Weskends Midnight | to [11:30AM v

Block Specific Sites | )0
URLZ:
URL3:
URL4:
URLS:

URLS: . .
Miguelillo

En Applications & Gaming-> Single Port podemos abrir puertos a una IP

Single Port Forwarding

LINKSYS'

Firmware Version: 1.0.00

Linksys E8400 E8400
Applications &

5 i Access. ications &
Gaming Setup Wireless  Security  Storage  poist APl

Single Port Forwarding | P

bs
Application Name | | External Port | Internal Port | Frotocol To IP Address Enabled
- - - 192 168 1[0 | O
— — — 182,168 1[0 | (m]
- - - 192 168 1[0 | [m]
— — — 192 168 1[0 | O
- - — 192.168.1.[0 | [m]
— | w0
— e ww ] | O
| e 1 | b [Gmsl] mmib] | O
— = ww o] | O
— o b | D
— ww o | O
| [ Miguelillo | e rfo || O
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En DMZ podemos afadir la IP del dispositivo DMZ

Index of /

& C & uilinksys.com

LINCSYS'

Firmware Version: 1.0.00

Linksys E8400 EB400

Applications &

i i Access  Applications & S
Gaming Setup  Wireless  Security  Storage i b Administrafion

Port ng | Port

O enabled @ Disabled

Source IP Address: Any IP Address
0 0 [ 0 |too
Destination: 1P Address: 19216510

MAG Address: | 00:00:00:00:00:00

Save Settings Cancel Changes

En IPv6 Firewall podemos abrir puertos IPv6

Index of / IPv6 Firewall

& C & uilinksys.com

LINKSYS' R
Linksys E3400 EB400
Applications &

Gaming Setup  Wirsless  Securty  Storage  pawey  APPcations&  gministration

g | DMZ | IPv6 Firewall |

IPv6 Firewall Settings

Description

IPv6 Address 0:0:0-0:0:0:0:0

TCP » ta
Allow
to (Gptional)

Apoly |[ Cancel

Save Settings Cancel Changes

En QoS podemos ajustar el ancho debanda a un equipo especifico para que ye
tenga prioridad

Index of /

& () & uilinksys.com

LINKSYS'

Firmware Version: 1.0.00

Linksys E3400 EB400
Applications &

i i Access  Applications & —
Gaming Setup  Wireless  Securly  Storage  ‘p Administration

g | Port g | DMZ | IPw all | QoS

QoS (Quality of Service)
Wireless |y Support (@ Enabled () Disabled (Defauit: Enabled)
NoAcknowledgement () Enabled (®) Disabled (Defauit: Disabled)

Intemet Access Priority ® Enabled O Disabled

D i Manual v | [0 ] [Kops v
Category
Applications
Priority

Medium (Recommended)

HNormal
Low
Priority Name Information

Summary

Save Settings Cancel Changes
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En Management podemos cambiar el acceso a la web de la configuracion

Management

&« c & uilinksys.com

Administration Setup Wireless  Security  Storage ":,‘3";‘.:’ w&ﬁ,‘,’;‘“ Administration

Management | Log | D Fi ) ults | Fim

agement
Router Aceess | Rouer Passivord:
Local Management Access Access via: HTTP CurTes
Acgess via Wireless: ® Enabled () Disabled
Remote Management Access Remote Management: () Enabled  ® Disabled
Access via: HTTP HTTPS
Remote Upgrade: Enabled Disabled
Allowed Remote IP
Address: Any IP Address
o .0 .0 0 to 0
Remoie Management
Port: B080
Advanced featu .
T '8 sPALG: O Enabled @ Disabled
UPRE | ypnp: ® Enabled () Disabled
Allow Users to Configure: (@) Enabled ) Disabled
Allow Users to Disable
Intomet Aeneas. O Enabled @ pisabled
Back Up and Restore Back Up Configuration | [ Restore C ion |
Save Settings Cancel Changes

Si vamos a Log podemos ver el log del router.

& uilinksys.com

LINKSYS'

Firmware Version: 1.0.00

Linksys E8400 EB400

Administration g4, i - ! Administration

® Enabled O Disabled

Incoming Log w

Source IP Address Destination Port Number

12410714976 80 (www)
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En Status—>Ports Podemos ver el estado de los puertos fisicos del router

Port Status

Firmuare Version: 1.0.00
Linksys E8400 [EB400

Security  Storage  /cCess ““’D"“"iir“"’]'" Administration

Policy Status

| Poris

[ [ 10100 Mbps |
| Internet ‘ =] ‘
Local Port Link
101100 Mbps
Port 1 o
Port 2
Port 3
Port 4
Refresh Save Setfings Cancel Changes
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c) Router TP-LINK TL-WR1043N

Solucién:

Voy a usar el router TL-WR1043N

Simulador TP-Link | TP-Link Esp Simulador TP-Link | TP-Link Esg

e tp-link.com,

@ Simulador TP-Link
Introducir agui el modelo (ex. Archer C7 o C7)

@ Centro de Codigos GPL Hogar > Extensién de Red > Repetidores Wi-Fi

Asesor Despliegue de Red Hogar > Wi-Fi Portatil > MiFis

Hogar > Modems y Puertas de enlace > Routers 4G / 3G
Hogar > Extension de Red > Adaptadores PLC

Hogar > Routers > Ver Routers

Archer AXETS Archer AX90 Archer AX73 Archer AX55 Archer AX53
Archer AX50 Archer AX23 Archer AX20 Archer C5400X Archer C9
Archer C80 Archer AX10 Archer C6O Archer C6 Archer C50
Archer C20 Archer C2600 Archer C2 TL-WRB41N TL-WDR4900
TLWRI40N TL-WR1043N TL-WR840N TL-WDR4300 TL-WDR3600
TL-WDR3500 Archer C7 TL-WR1043ND Touch P5 Archer C2300
TLWRB42ND Archer C3150 Archer C3200 Archer C5400 TL-WRB02N
TL-WRE10N TL-WRT41ND TL-WRI02AC TL-WRT40N TL-WR720N
TLWRT10N Archer C1200 TL-WR702N TL-WR743ND Archer C20i
TL-WRI41ND Archer C59 Archer C58 AD7200 Archer C25

Archer C8 Miguelillizcher C2000

En Network Dynamic DNS podemos configurar el DDNS utiliza
account.dyn.com

Simulador TP-Link | TP-Link Esp: X = TL-WR1043N x Dyn Account

c emulator.tp-link.com

1‘) tp-link

Quick Setup Advanced

-\ Status

Dynamic DNS

&% Network . . ) )
Service Provider: (O NO-IP @ DynDNS Go to register...
Username: username_ddns

Internet

Password: asass
Domain Name: www.domain.com [}
Update Interval: 1 hour v

DHCP Server

Login and Save Logout € not launching

Dynamic DNS

Advanced Routing

Miauelillo
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Tenemso en seguridad WEP, WPA Personal y Enterprise con radius.

Simulador TP-Link | TP-Link Es X = TL-WR1043N

C emulator.tp-link.com

10 tp-link

Quick Setup Advanced

A Status
Wireless Settings
;'; Network ) )
Enable Wireless Radio
- Network Mame (SSID): TP-LINK_2500 [] Hide SSID
ﬁ Wireless
Security: WPA/WPAZ-Personal (Recommended) @_]
- Wireless Settings Version: No Security
Encryption: WPA/WPA2-Personal (Recommended)

- WPS
WPA/WPA2-Enterprise

Password:
- Statistics WEP

Mode: 1w
.o Channel Width: Auto v
wa Guest Network

Channel: Auto v
&% rarental Controls Tra itPOWﬁr' O Low O Middle @ High

laue

En Parental Controls podemos afiadir equipos y restringirle webs con etiquetas
definidas o hacer un White list con las web que se pueden acceder

P-Link | TP-Link Es ® 2 TL-WR1042N

(& emulator.tp-link.com

10 tp-link

Quick Setup Advanced

W Status Jim's PC 00-11-22-33-44-57 ® desc of entry @ ]
7 Jim's PC 00-11-22-33-44-55 ® Q (/I |
Network
8 Jim's BC | 00-11-22-33-44-56 ® Q@ GE
Wireless
L2
Guest Network
Content Restriction
Parental Controls . . ) e
Restriction Policy: @ Blacklist (O Whitelist
Qos @ Add a New Keyword
keyword1l Q keyword2 e keyword3 e

Security

keyword4 °

Miauelillo
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En QoS podemos meter equipos de alta prioridad para que tengan mayor ancho
de banda

Simulador TP-Link | TP-Link Es| ® TL-WR1043N

(¢] emulator.tp-link.com

1’) tp-link

Quick Setup Basic Advanced

= Status

QoS Rule List

;'1 Network

High Priority:25% Middle Priority:20% Low Priority:10%
Wireless

a Guest Network

Parental Controls

QoS

Security

Miguelillo

D NAT Forwarding

En Security->Settings podemos configurar el firewall que en este caso esta
desactivado y no me deja activarlo para mirar la configuracion, tenemos también
proteccion frente a ataques DOS y una lista de host que posiblemente hacen
ataques DOS

TP-Link | TP-Link Es ® TL-WR1043N

() emulator.tp-link.com

1‘) tp-link

N Wireless

Quick Setup Advanced

Firewall

SPI Firewall: C)

A Guest Network

Parental Controls

DoS Protection
QoS
DoS protection and Traffic Statistics must be
enabled at the same time.

DoS Protection:

Security

ICMP-FLOOD Attack Filtering: -Please Select- v
- Settings UDP-FLOOD Attack Filtering: -Please Select- v
TCP-SYN-FLOOD Attack Filtering: -Please Select- v

- Access Control
[] Ignore Ping Packet From WAN Port
- IP & MAC Binding
(] Forbid Ping Packet From LAN Port

) NAT Forwarding

Save

PuA Miauelillo
QoS Blocked DoS Host List
Host Number: 3 O Refresh @@ Delete
@ security
[} jin} IP Address MAC Address
- Settings
& [} 1 192.168.0.2 11-22-23-34-44-36
- Access Control
O 2 192.168.0.3 11-22-23-34-44-57
- IP & MAC Binding
O 3 192.168.0.4 11-22-23-34-44-58
, .
f,J NAT Forwarding Miauelillo
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En Access Control podemos poner una regla de acceso de black list o de White
list por MAC

2 TL-WR1043N

c emulator.tp-link.com

0 tp-link

Quick Setup Advanced

Access Control

Access Control: o

Qos

©Q security

_ Settings Access Mode

- Access Control Default Access Mode: () Blacklist @ Whitelist

- IP & MAC Binding

Save

‘:," NAT Forwarding

Online Devices

B IPVE ) Refresh
s} Device Name IP Address MAC Address Connection Type

(&) System Tools
1 TP-LINK-PXC 172.29.85.1 00-11-22-33-44-55 Wired
2 Miuu’%SMB 172.29.85.2 00-11-22-33-44-55 Wired

En IP & MAC podemos ver las tablas ARP

k | TP-Link Es 2| TL-WR1043N

e emulator.tp-link.com

1‘) tp-link

Quick Setup Advanced

Settings

ARP Binding: ()

Qos

[}
v

@ Ssecurity

- Settings ARP List
- Access Control ARP Entry Number: 2 O Refresh
_ 1P & MAC Binding (»] MAC Address 1P Address Bound Modify
1 68-3E-34-0A-73-54 192.168.0.180 Unbound |
‘:) NAT Forwarding —
2 14-CC-20-04-58-50 192.168.0.168 Unbound N |
B v
Binding List
G} System Tools
0 Add e Delete
Miauelillo
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Si vamos a Nat Forwarding - AGL Podemos activar AGL en varios servicios
que este facilita la comunicacion entre aplicaciones y servicios en linea que
pueden tener problemas para trabajar a través de un firewall.

TP-Link | TP-Link Es X # TL-WR1043N

(= emulator.tp-link.com

1’) tp-link

Quick Setup Advanced

Qos Application Layer Gateway (ALG)

B Enable FTP ALG
Security

Enable TFTP ALG

NAT Forwarding [ Enable H323 ALG

[ Enable RTSP ALG

- ALG
(] Enable SIP ALG

- Virtual Servers ] Enable PPTP Passthrough

- Port Triggering [] Enable L2TP Passthrough

Enable IPSec Passthrough
- DMZ o o

Miauelillo

Sivamos a VirtualServers donde podemos dirigir el trafico de red entrante hacia
un dispositivo o servidor especifico dentro de la red local.

19 tp-link

Quick Setup Basic Advanced

Qos Virtual Servers ®

0 Add e Delete

Security
] ID Service Type |External Port Internal IP  Internal Port  Protocol Status Maodify

NAT Forwardi -
ng 2770 102.168.1.1 21 TCP Q [ |

- AE FTP Service 21-45 192.168.1.1 21 upp [ [ |

- Virtual Servers

Miauelillo
En Port Triggerin podemos abrir puertos.

Simulador TP-Link | TP-Link Es 2| TL-WR1043N

() emulator.tp-link.com

10 tp-link

Quick Setup Advanced

Qos Port Triggering

o Add e Delete

Security

— Triggering Triggering External "
a D Application Port Protocol External Port Protocol Status Modify
NAT Forwardil -
. o 1 xunlei 9568 TCP 2121 TCP Q [ |
e [0 2 | FTP Service 21 TCP 21 TCP @ [ ]

- Virtual Servers

- Port Triggering

Miauelillo

Pagina 23|24



RAD3 PRACTICA 18 MIGUEL LILLO ROMERD

En DMZ podemos indicarle la IP del DMZ

Simulador TP-Link | TP-Li S X 2 TL-WR1043N X Support - Difer

c emulator.tp-link.com

Otp ink

@ security

Quick Setup Advanced

DMZ

€) NAT Forwarding
DMZ: Enable DMZ
DMZ Host IP Address: 0.0.0.0

ALG
Virtual Servers -
Save

Port Triggering

oHE Miauelilla

Si vamos a UPnP podemos configurar el servicio

Simulador TP-Link | TP-Link Esp- % [ TL-WR1043N X y Support - Difer

(] emulator.tp-link.com

Quick Setup Advanced

° Security
UPnp
€) NAT Forwarding
Upnp: C)
ALG
UPnP Service List
Virtual Servers
Total Clients: 5 $ Refresh
Port Triggering
ID | Service Description External Port Protocol Internal IP Address. Internal Port
1 Good 223 334 1.1.1.21 455
2 Good 223 334 1.1.1.21 435
3 Good 223 334 1.1.1.21 455
4 Good 223 334 1.1.1.21 455
System Tools
5 Good 223 334 1.1.1.21 435
Miguelillo

Si vamos a System tools = System Log podemos ver el log del rater

Simulador TP-Link | TP-Link Es| & TL-WR1043N

C emulator.tp-link.com

10 tp-link

Quick Setup Advanced

B

System Log ®

@ System Tools
Log Filter:  Type= ALL ¥ and Level= ALL v

Time Settings O Refresh @ Delete Al

Diagnostics j] Time Type Level Leg Content

Firmware Upgrade 1 | 1070-01-01 00:00:00 NAT INEO DHCPC DHCP Service unavailable, recv no

Backup & Restore DHCPC DHCP Service unavailable, recv no

2 | 1970-01-01 00:00:00 NAT INFO

Administration 3 1st day 02:34:34 NAT INFO DHCPC DHCP Service unavailable, recv no
OFFER

System Log 4 Lst day 02:34:34 NAT INFO DHCPC DHCP Service unavailable, recv no
Traffic Statistics il i

5 1st day 02:24:34 NAT INFO DHCPC DHCP Service unavailable, recv no
System Parameters

- Miauelillo
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