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RAD3 PRACTICA OX MIGUIEL LILLD ROMERD
Ejercicio 1

a) Simulaciéon de un entorno de red con servidor RADIUS
CISCO en el simulador Packet Tracer

Solucioén:
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Laptop-PT VWRTI0ON
Laptopl Wirel=== Routerd
o
Fal
Server-FT
Escenario Miauelillo serverd
Configuramos las IPs
Del servidor y del router
? Server( - O x
Physical Config Services Desktop Programming Aftributes
I—

IP Configuration

IP Configuration

() DHCP (@ Static

IPvd Address 192.168.1.1
Subnet Mask |255.255.255.u
Default Gateway 192.188.1.1
DNS Server 0.0.0.0
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Vamos a AAA y lo habilitamos configuramos los clientes y los afiadimos,
afiadimos a usuarios con sus respectivas contrasefias

® ServerD — O x
A
Physical Config Services Desktop Programming Aftributes
I
| SERVICES | "
| HTTP |
| DHCP | Service ® on }O off Radius Port [1845 |
| DHCPvE |
| TFTP | Metwork Configuration
| Bre | Client Name [router | ciente  [192.188.1.1 |
|  svsioc |
| ot | Secret ||nve5 | ServerType |Rad|us v|
| NTP | Client Name Client IP Server Type Key
P—
| EMAIL | . .
1 router 192.168.1.1 Radius inves
FTP
IaT
VM Management
; Save
| Radius EAP
User Setup
Username |miguel Password |inves
Username Password
1 miguel inves Add
Save
Miauelillo

Vamos al router y configuramos como cliente radius poniendo la clave
precompartida. Para ello vamos a Wireless>Wireless Security e introducimos
los datos del servidor.

(® Wireless RouterD - O X

Physical Config GUl Aftributes
—

Wireless-N Broadband Router WRT300N

py— Applications
Restrictions & Gaming

Administration Status

I Security Mode: |WPA2 Enterprise L
Encryption:

| RaDUS Server [192 [ [1

RADIUS Port:

| Shared Secret: |inves

Key Renewal: 3500 seconds
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Vamos al portatil y creamos un perfil nuevo

W Laptop0 — O =

Physical Config Desktop Programming Atftributes

(B Packet Tracer 7 s

Link Information

0K Cancel
To connect to a netwol

or edit a profilz, use the

Default Wireless Mode neasrucire
Wide Channel  ruo

Standard Channel.o ia
Security Disatier ;
Authentication s '

> ity

Vamos a opciones avanzadas

® Laptopd - O X

Physical Config Deskiop Programming Attributes.

Creating a Profile

Available Wireless Networks

Please select the wireless network that you want to connect to, then click the Connect button to
continue. If you are not sure which network to choose, first try the one with the strongest signal.

MiguelRadius

s

Notebook Adapter Wireless Metwork, Manitor v1.0 meaeino. WPGI0ON
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Seleccionamos el modo infraestructura y clicamos en siguiente

¥ LaptopDd — O

X

Physical Config Deskiop Programming Atftributes

Creating a Profile

Select Infrastructure Mode if you want to connect to a wireless

I@:I Infrask e Moda router or access point.

Select Ad-Hoc Mode if you want to connect to another wireless
Ad-Hoc Mode . )
device directly without using a wireless router or access point.

The wireless network name is shared by all devices in a wireless network and is case-sensitive.

Wireless Network Name [EIEI=ERTIES

N Notebook Adapter Wireless Network Monitor v1.0 e, WPGIOON

[ 7op

Miguelill

Lo ponemos por DHCP y clicamos en siguiente

¥ Laptop0 - O

Physical Config Deskiop Programming Aftributes

Creating a Profile

(@ Obtain network settings automatically (DHCP)
Select this option to have your network settings assigned automatically.

(") Specity network settings
Select this option to specifv the network settinas for the adapter.

[ons 1 —
[ suvret wask | ovs 2 I
IJefaurt Gateway li

N Notebook Adapter Wireless Network Monitor v1.0 weeino. WPGI0ON
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Seleccionamos WPA2-Enterprise

B Laptopd — O *

Physical Config Deskiop Programming Attributes

Creating a Profile

Please select the wireless security method used by your
existing wireless network.

WEP stands for Wired Equivalent Privacy.

WPA-Personal, also known as Pre-shared Key, is a security
standard stronger than WEP encryption.

WPA2-Personal is the newer version with stronger
encryption than WPA-Personal.

WPA-Enterprise, WPAZ-Enterprise and RADIUS use
Remote Auth ion Dial-In User Service (RADIUS).

Security

WPRAZ-Enterprize

N Notebook Adapter W etwork Monitor vi1tl

[ Top

Miguelill

Introducimos usuario y contrasefa que hemos creado en el servidor radius

| ® Lo — _ ‘
3

Physical Config Desktop Programming Attributes

Creating a Profile

Please select the authentication method that you use to access
your network.

Enter the Login Name used for authentication,
Enter the Password used for authentication.
Enter the Server Name used for authentication. (Optional)
| certificate | RTY | Please select the certificate used for authentication.
Please select the inner authentication method used inside the

autnentication (X

Login Name [uiii]

Password

Server Name

N Notebook Adapter Wireless Network Monitor vl weeine. WPC300N

[ Top
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Clicamos en conectar

¥ | aptopd

MIGUEL LILLD ROMERD

Physical Config

Deskiop Programming

Attributes

N Motebook Adapter

[ Top

Wireless Network Monitor v1.0

Your profile has been successfully configured!

I Return to

Connect to
Network
s

weseivn. WPC30ON

Probamos a hacer un ping

192.168.1.1

Laptop-PT wmﬁnw
Laptop0 ‘Wirel=== Routerl
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¥ Laptopo N - m} b4
Physical  Config Desktop  Programming  Attributes
[Command Prompt
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Si nos fijamos esta conectado por wpa entreprise y tiene IP por dhcp

192.168.1.1 4
' |
-
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Laptop-PT WRTJ00N
Laptop0 Wirel=== Routerl
oM
Fal

¥ Laptopd — [m]
Physical Config Desktop Programming Aftributes
——
GLOBAL WirelessD
Settings
]
Algorithm Settings [T On
INTERFACE Bandwidth 300 Mbps
Wirelesso MAC Address. 00D0.BCEA TB5E
e
Bluetooth SSID lWigueRadius
Authentication
() Disabled ) WEP WEP Key
O wea-PsSK O weaz-psk PSK Pass Phrase
User D miguel
O wea
Password inves
O 802X Method. MDS
User Name
Password
Encryption Type AES w
IP Configuration
@® DHeP
Pv4 Address. 192.168.1.100
ubnet Mask 255.255.255.0
IS
IPv6 Configuration
® Automatic
) Static
IPv6 Address i’
Mil “IIBLDEE\Addra&E FE80::2D0:BCFF-FEEA785E
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