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Ejercicio 1
a) Resolucion de Laboratorio 10.3.11 del curso CISCO

Network Security en Packet Tracer — Configuracion ZPF
Solucién:

Escenario
P
e
1541
R2
192.168.1.3
192.168.3.3
- -
- L |
2960-24TT 1941 1941 2960-24TT “pcpr
Server-PT 51 R - - =k} 53
PC_A Miauelillo PC-C

Parte 1: Verificar Conectividad Basica de la Red

Paso 1 Desde el simbolo del sistema de PC-A, realiza un ping a PC-C en
192.168.3.3.

¥ pca — O *

Physical Config Services Desktop Programming Attributes
—

Command Prompt

ER Command Line 1.0

3 with 322 bytes of data:

Paso 2 Accede a R2 usando SSH desde el simbolo del sistema de PC-C.

¥ pcc — O *

Physical Config Desktop Programminig Attributes
—

Command Prompt

C:\=ssh -1 Rdmin 10.2.2.2

Password:
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Paso 3 de PC-C, abre un navegador web a PC-A server

Physical Config Desktop Programming Aftributes
I
Web Browser
= = | URL |http:#/192.188.1.3 Go Stop
Packet Tracer 6.x
Welcome to Packet Tracer 6 x, the best thing since  Packet Tracer 3 x.
Quick Links:
A small page
Copyrights
Image page
Image . .
Miauelillo
Parte 2: Crear las Zonas de Firewall en R3
Paso 1: Crea una zona interna (IN-ZONE).
¥ R3 — O *

Physical Config CLI Aftributes
I

|05 Command Line Interface

R3lconfig) #zone security IN-IONE ~
R3 (config-sec-zone) fexit Miguelillo

Paso 2: Crea una zona externa (OUT-ZONE).

® g3 — O b
Phwsical Config CLI Attributes
105 Command Line Interface
R3({config) #zone security COUI-ZONE ~
B3 (config-sec—-zone) § Miuueli“n
Parte 3: Identificar Trafico con un Class-Map
Paso 1: Crea una ACL que defina el trafico interno.
® R3 - O *
Physical Config CLI Attributes
105 Command Line Interface
E2({config) faccess-list 10l permit ip 192.1€2.3.0 0.0.0.255 any -
B3 {config)# Miguelillo
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Paso 2: Crea un class map referenciando la ACL de tréafico interno.

E R3 — O *

Physical Config CLI Attributes
I

105 Command Line Interface

B2 {config) fclass-map type inspect match-all IN-NET-CLASS-MAP
R3(config-cmap) $ match access—group 101

R3 {config-cmap) fexic Miguelillo

Parte 4: Especificar Politicas del Firewall
Paso 1: Crea un policy map para determinar qué hacer con el trafico coincidente.

Paso 2: Especifica una clase de tipo inspect y referencia class map IN-NET-
CLASS-MAP.

Paso 3: Especifica la accion de inspect para este policy map.

PR3 — O *

Physical Config CLI Aftributes
I

105 Command Line Interface

B3{config)

B3 (config) #policy-map type inspect IN-Z-0UT-PMREP
E2lconfig-pmap) #class type inspect IN- —LLAS5-
BR leanfim—nman—c) #inanact aue

Paso 4: Sal del modo de configuracion de clase y de policy map.

P R3 - O X

Physical Config CLI Attributes
I

105 Command Line Interface

=3 B 234 " L
%No specific protocol configured in class IN-NET-CLASS-MARPF for inspection. 211 protocols 2
will be inspected
B3 (config-pmap—c) fexit

B3 {config-pmap) fexit

. .
o iommina Miguelillo

Parte 5: Aplicar Politicas del Firewall

Paso 1: Crea un par de zonas.

Lt — O K

Physical Config CLI Aftributes.
I

I0S Command Line Interface

B2 {config) #zone—-pair security IN-2-OUT-ZIPLIR source IN-ZONE destination OUT-ZONE
B2 ({config-sec-zone-pair) #service-policy type inspect IN-Z-0UT-FHLP
B2 (config-sec—-zone-pair) fexit ﬂfﬂue u.o

Paso 2: Especifica el policy map para manejar el trafico entre las dos zonas.

¥ R3 — O b4

Physical Config CLI Attributes
I

105 Command Line Interface

B2 (config) #zone-pair security IN-2-0OUT-ZPARIER source IN-ZONE destination OUT-ZONE
B2 (config-sec-zone-pair) #service-policy type inspect IN-Z-0UT-PMAD
B3 (config-sec-zone-pair) fexit ﬂi}ﬂue “.0
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Paso 3: Asigna interfaces a las zonas de seguridad correspondientes.

¥ R3 — O *

Physical Config CLI Attributes
I

105 Command Line Interface

R3 (config) #interface gi/s1 -
B lconfig-if)# zone-member security IN-ZONE

R3(config-if) ¢ exit

R3 (config) g

R3{config) ginterface s0/0/1

B2 {config-if)§ zone-member security OUT-ZONE

R3(config-if) ¢ exit

B3 {config) # Miauelillo

Paso 4: Guarda la configuracion en la memoria

¥ R3 - O P

Physical Config CLI Aftributes
I

105 Command Line Interface

B3 {config) #do copy running-config startup-config A
Destination filename [startup-configl?
Building configuration...

[OK] Miauelillo
Parte 6: Probar la Funcionalidad del Firewall de IN-ZONE a OUT-ZONE

Paso 1: Desde PC-C, realiza un ping al servidor externo PC-A.

¥ pcc — O x

Phwsical Config Desktop Programming Attributes
—

Command Prompt

8.1.3 with 32

Paso 2: Desde PC-C, SSH a la interfaz S0/0/1 de R2

¥ pcc - O *

Physical Config Desktop Programming Attributes
—

Command Prompt

Password:
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Mientras la sesion de SSH esté activa, emite el comando show policy-map type
inspect zone-pair sessions en R3 para ver las sesiones establecidas.

¥ p3 - O *

.

Physical Config CLI Attributes
I

105 Command Line Interface

REigshow policy-map type inspect zone-pair sessions -

policy exists on zp IN-Z2-0UT-ZPRIR
Zone—-pair: IN-Z-0UT-ZEBATIR

Service-policy inspect : IN-Z-CQUI-PMAPR
Class-map: IN-NET-CLASS-MAP (match-all)
Match: access—-group 101

Inspect

Number of Established Sessions = 1
Established Sessions

Session 2571558272 (152.1€8.3.3:1034)=>(10.2.2.2:22) tcp SIS5_OPEN/TCP ESTRB
Created 00:00:03, Last heard 00:00:03
Bytes sent (initiator:responder) [214:27&]
Class-map: class-default (match-any)
HMatch: any

Drop (default action)
0 packets, 0 bytes

32 Miguelillo

Paso 3: Desde PC-C, sal de la sesion SSH en R2 y cierra la ventana del simbolo
del sistema.

| ®
N

Physical Config Desktop Programming Attributes

P Terminal Command Web Browser
Configuration Prompt

PC Wireless Traffic Generator MIB Browser

PPPoE Dialer Text Editor Firewall IPv6 Firewall

Y e w11 >0

O wop
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Paso 4: Desde PC-C, abre un navegador web en la pagina del servidor PC-A.

Physical Config Desktop Programming Aftributes
—

VWeb Browser

= = | URL |http:M182.168.1.3 Go Stop

Packet Tracer 6.x

Welcome to Packet Tracer 6.x, the best thing since ... Packet Tracer 3 x.

Quick Links:
A small page
Copvrights
Image page
Image

Miguelillo

Mientras la sesion HTTP esté activa, emite el comando show policy-map type
inspect zone-pair sessions en R3 para ver las sesiones establecidas.

E R2 — O *

Physical Config CLI Attributes
I

105 Command Line Interface

Rifshow policy-map type inspect zone-pair sessions -

policy exists on =p IN-2-0UT-ZPAIR
Zone-pair: IN-2-OUI-ZPRAIR

Service-policy inspect : IN-Z-0OUT-PMAP

Class-map: IN-WNET-CLASS-MRP (match-all)
Match: access—-group 101
Inspect

Number of Established Sessions = 5

Estaklished Sessions
Session 2535034552 (152.168.3.3:103€)=>(152.1€8.1.3:80) tcp SIS _OPEN/ICP_ESTRBE
Created 00:00:02, Last heard 00:00:02
Eytes sent (initiator:responder) [224:552]
Session 2571118720 (152_168.3 .3:1037)=>(152_1€8.1_3:80) tcp S5IS5_OPEN/TCP_ESTAB
Created 00:00:01, Last heard 00:00:01
Bytes sent (initiator:responder) [284:552]
Session 25€2552832 (152.168.3.3:1038)=>(152.168.1.3:80) tcp SIS _COPEN/TCP_ESTRB
Created 00:00:01, Last heard 00:00:01
Eytes sent (initiator:responder) [224:552]
Session 2616189232 (192.168.3 .3:1039)=>(152_1€8.1_3:80) tcp 5IS5_OPEN/TCP_ESTLB
Created 00:00:01, Last heard 00:00:01
Bytes sent (initiator:-responder) [284:552]
Session 2€81€1425€0 (152.1€8.3.3:1040)=>(132_.1€8.1.3:80) tcp SIS _OPEN/ICP_ESTRABE
Created 00:00:01, Last heard 00:00:01
Bytes sent (initiator:responder) [224:552]

Class-map: class—default (match-any)
Match: any
Drop (default actiom)
0 packets, 0 bytes

R3g Miauelillo
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Parte 7: Probar la Funcionalidad del Firewall de OUT-ZONE a IN-ZONE

Paso 1: Desde el simbolo del sistema del servidor PC-A, realiza un ping a PC-C.
(Este ping deberia fallar)

¥ pcoa — O b

Physical Config Services Desktop Programming Alftributes
—

Command Prompt

3 with 32 bytes of data:

Ping stati
Packet 4 0, Lost 4 (l00% loss),

Paso 2: Desde R2, realiza un ping a PC-C. (Este ping deberia fallar)

P R — O x

Physical Config CLI Aftributes
I

05 Command Line Interface

Rifping 1952.163.3.3

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1%2_168_3_.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Miguelillo




