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RA OB PRUABA PRACTICA

MIGUEL LILLO ROMERD

Ejercicio 1
a) Instalamos el ASA

Solucioén:

Vamos a preferentes y descargamos

6‘ Preferences

General
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
- VPCS
VPCS nodes
~ Dynamips
105 routers
~ 105 on UNIX
10U Devices
-~ QEMU
Qemu VMs
- VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

VYMware Workstation 17 Player (Non-commercial use only)

—

Player ~

a

L

i

? >
| GNS3 VM preferences
v Enable the GNS3 VM
Virtualization engine
VirtualBox "~
VirtualBox support. § g for both Intel and AMD processors is supported since version 6. 1
The GHS3 VM can b
Settings
VM name: | Debian12MiguelDNSprimario = Refresh
Port: 80 s
Run the VM in headless mode
v Allocate vCPUs and RAM
vCPUs: |1 =
RAM: 2048 MB v
Action when dosing GNS3:
keep the GNS3 YM running
suspend the GN33 VM
®) stop the GNS3 VM
QK Cancel Apply
Miguelilla
~ . .
Creamos la maquina virtual con el ASA
_ o =
- a x
i (2]
Welcome to VMware Workstation T} Nuevo elemento ~ [ orir ~ [H seteccionar todo
17 Player £ Fécil aceeso = Modifiear = No seleccionar nada
Prapiedades
E = ©Historial 27 invertir seleccién
l_' Create a New Virtual Machine o Abrir e
| +| Create a new virtual machine, which wil then be added to the top
of your lbrary. w ®| | Buscar en Descargas »
Fecha de modificacion Tipo Tamafic @
D’l Open a Virtual Machine
[—D Open an existing virtual machine, which il theh b Iy
top of your ibrary. Open Virtual Machine X
<« v 4 ¥ > Estecquipo > Descargas > v & | Buscaren Descargas »
pgrade to Wor i
Get advanced features such as snapshots, virtual {  Orgsnizar ¥ Nueva carpets =~ m @
management, and mare. =
@ Onedrive A Nombre Fecha de modificacion  Tipo Tamafio
Help @ OneDrive PR pLana Anta A
View online help. I (. GNS3VM.ova 12/01/2024 12:12 Archivo OVA 1.083.225|
(5 Este equipo PHP Carpeta de archive:
Jb Descargas

Documentos

MiBLETE
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Lo instalamos

- < @ Import appliance X
7200 « v 4 ¥ s Esteequipo > Descargas ~ @ | Buscaren Descargas »
Cloud Organizar *  Nueva carpeta = ™ @
A Nombre Fecha de modificacion  Tipo Temaic

Debian12MiguelDNSprimario # Acceso répido

. ~ hov {1
DebianExamen B Escritorio. # il

& Descargas I [] cisco-asav.gns3a 05/03/2024 8:52 GNS3 Appliance File 8 KB I

Ethernet hub

Documentos # * al principio de este afo (1)
Ethernet switch

= Imagenes 4 PHP Carpeta de archivos
Fedora_SRI RAD3VPN ~ hace mucho tiempo (1)
. RADS Proxy asav-081-7 03/04/2020 10:47 Carpeta de archivos
Firewall IpCop
RADG
Frame Relay switch RADS mensajerf
NAT Tema 7_gestion_
Parrot @ OneDrive
Ubuntu_JAW @ OneDrive
Ubuntu12 [0 Este equipo
- Descargas
Ubuntu2204
Documentos
VPCs [ Escritorio
Win10_vigo =] Imagenes .
Win10H22 Nombre: |cisco-asav.gns3a | Gns3 Apptiance ".gns3applian

WinServ_SRI clonar Cancelar

Miauelillo
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b) Configuracion ASA 1 ASA 2y R1

Solucion:
Escenario
CiscoASAVD.8.1-1
10.53.1.0/29
192.168.53.0/24
NATL Win10H22-1
R1 Switch2, Switchl

.10

Miauelillo

Rl{config-if)#
Configuramos la interfaz de la red interna

QEMU (CiscoASAvS.8.1-1) - TightVNC Viewer — O w
BEHED N S| dona| B & @l

iscoasal(configl#t int gO/s2

iscoasa(config-if)# ip add 192.168.53.1 255.255.255.0 standby 192.168.53.2
iscoasal(config-if)#t nameif inside

iscoasal(config-if)# no sh

iscoasalconfig-if)# exit

Configuramos el interfaz de la red externa

QEMU (CiscoASAV9.2.1-1) - TightVNC Viewer - O x
BEHED| N & e oo an| By & & @@ |FH

ciscoasal(config)# int gO-s0
ciscoasal(config-if)# ip add 10.53.1.1 255.255.255.0 standby 10.53.1.2
ciscoasalconfig-if)# nameif outs

ciscoasal(config-if)# nameif outside
INFO: Security level for "outside” set to @ by default.
ciscoasa(config-if)# no sh
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Configuramos el NAT en el ASA

QEMU (CiscoASAvE.8.1-1) - TightVMNC Viewer - | w0
SBEHED N S = # oA @ a @ @ |

ciscoasalconfig)# nat (inside,outside) source dynamic any interface

ciscoasalconfigl#

Configuro DHCP para la red interna

OEMU (CiscoAS5Av9.8.1-1) - TightVNC Viewer — 0 w0
BEHED N S| e @ o %&"\ g @ a |

ciscoasal(config)# dhcpd add 192.168.53.10-192.168.53.20 inside

cizcoasalconfig)#t dhcpd enable inside
ciscoasalconfig)#t pi 8§.8.8.8

Comprobamos que haga ping

QEMU (CiscoASAVS.8.1-1) - TightWMNC Viewer — O X

5 = Il & # o A @ a @ @ |

iscoasalconfig)# ping 8.8.8.8
ype escape sequence to abort.
[Sending 5, 100-byte ICHP Echos to 8.8.8.8, timeout is 2 seconds:

[Success rate is 100 percent (5-/5), round-trip mincavgrsmax = 50-492-1120 ms
iscoasalconfig)# ping 10.53.1.3
ype escape sequence to abort.

[Sending 5, 100-byte ICHMP Echos to 10.53.1.3, timeout is 2 seconds:

[Success rate is 100 percent (5-/5), round-trip min‘avgrsmax = 10-16-40 ms
iscoasalconfig)#

ASA-2
Configuramos interfaces internas y externas

CEMU (CiscoASAVD.8.1-2) - TightVMC Viewer — O ™
BEHED N S| e @A oA @ & o & [

iscoasalconfigl# int gO-/2
iscoasal(config-if)# ip add 192.168.53.1 255.255.255.0 =standby 192.168.53.2
iscoasalconfig—if)# nameif inside

INFO: Security level for "inside” set to 100 by default.
iscoasalconfig—if)# no sh
iscoasalconfig-if)# exit
iscoasalconfig)# int gO/0
iscoasalconfig-if)# ip add 10.53.1.1 255.255.255.0 standby 10.53.1.2
iscoasalconfig—if)# nameif outside

INFO: Security level for "outside" set to @ by default.
iscoasalconfig—if)# no sh
iscoasalconfig-if)# exit

Configuro el NAT

QEMU (CiscoASAvS.8.1-1) - TightVNC Viewer - o x
HEE DN 2| e 9ot ae el

ciscoasal(config)# nat (inside,outside) source dynamic any interface

ciscoasal(configl#

Probamos el ping

5] 10



RA D& PRUABA PRACTICA MIGUEL LILLO ROMERD

QEMU (CiscoASAvS.8.1-2) - TightVNC Viewer

SEHE DN S| oA By @

iscoasa(config)# ping 8.8.8.8
ype escape sequence to abort.
Fending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

aea|H

Buccess rate is 100 percent (5-/5), round-trip minsavgrsmax = 30-46-80 ms
iscoasa(config)#t ping 10.53.1.3

ype escape sequence to abort.
Fending 5, 100-byte ICMP Echos to 10.53.1.3, timeout is 2 seconds:

Buccess rate is 100 percent (5/5), round-trip minsavgs/smax = 10/10-10 ms
iscoasa(config)l#
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c)Failover ASA

Solucién:

En el primario habilitamos el interfaz

QEMU (CiscofSav8.8.1-3) - TightVNC Viewer - O ¥

BEHE D I & o 98 oA @ e o e lmE
iscoasal(configl)# interface gO-1
iscoasalconfig-if)# in

iscoasal(config-if)# no shu

Configuramos el failover

cizscoasalconfig)# failover lan unit primary
cizcoasalconfig)# failover lan interface MIGUEL GO-1_

Miauelillo
QEMU (CiscoASAv9.8.1-3) - TightVNC Viewer - O x

BEE DN S| e 9o A @ 8 o a | @

ciscoasalconfig)# failover interface ip MIGUEL 10.2.2.1 255.255.255.0 standby S
ciscoasal(config)# failover key inves

cizscoasalconfigl# failover

En el secundario habilitamos el interfaz

QEMU (CiscoA5Ava.8.1-2) - TightVNC Viewer - O x

= = Il &) e 3 o At @ Q@ @ |5

iscoasalconfiglt#t interface GO-1

iscoasalconfig-if)# wo shu

Configuramos el failover

CEMU (CiscoASAvS.8.1-2) - TightVMC Viewer - O et
BEHED N S| o R Al @ 8 o a @

ciscoasalconfigl#t failover lan unit secondary

ciscoasalconfigl)# failover lan interface MIGUEL GO-1

INFO: Non-failover interface config is cleared on GigabitEthernet®rs1 and its sub
;—interfaces

ciscoasalconfig)# failover interface ip MIGUEL 10.2.2.1 2552255.255.0 standby §
cizcoasalconfigl# failover key inves

ciscoasal(configl#t failover

Vemos que detecta al primario

Detected an Active mate
Beginning configuration replication from mate.
ARNING: Disabling auto import may affect Smart Licensing
ARNING: Local user database is empty and there are still 'aaa’ commands for °'LO
AL’ .
reating trustpoint "_SmartCallHome_ServerCA" and installing certificate...

rustpoint CA certificate accepted.

ARNING: Trustpoint _SmartCallHome_ServerCA iz already authenticated.

arning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.
nd configuration replication from mate.
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En el primario
ciscoasalconfig)# Beginming configuration replication: Sending to mate.
End Configuration Replication to mate

Warning: ASAv platform license state is Unlicensed.
Install A3Av platform license for full functionality.

Apagamos el primario y probamos aparece que cambia a activo

BEHED N S| e 9o A @ o o a |
ciscoasalt ping 8.8.8.8

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is O percent (0-/5)
ciscoasalt ping 10.53.1.3
Type escape sequence to abort.
» 100-byte ICMP Echos to 10.53.1.3, timeout is 2 seconds:

Success rate is 100 percent (5-5), round-trip minsavgs/smax = 10-10-10 ms
iscoasatt Building configuration...
Cryptochecksum: e5456378 3c50allc 9f33245c 8b5HcO3I6

Cryptochecksum: e5456378 3c50allc 9f33245c Bb5HcO3II6

7629 bytes copied in 0.310 secs
[OK]
iscoasatt
Switching to Active

Aparece Apagado

CiscOASAV9.8.1-3

Go/o 60/2

S 192.168.53.0/24

1
10.53.1.0/29
NAT1
Switch2 Win10H22-1
1 Switch1

— @ — = ' = o

NASAI _a.l-Z/CDf/ B

2 -
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Probamos a hacer ping
.

EX Simbole del sistema

ers\miguel>pin

iendo ping a
et

s\miguel>

Comprobacion primario con show failover

QEMU (CiscoASAVS.8.1-3) - TightVNC Viewer -

BEHED N S| o HR oA @, a @ @ |

Failover On
Failover unit Primary
Failover LAN Interface: MIGUEL GigabitEthernet®O-1 (up)
Reconnmect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Folicy 1
Monitored Interfaces 2 of 61 maximum
Address Move Motification Interwval not set
Uersion: Ours 9.8(1), Mate 9.8(1)
Serial NMumber: Ours 9AUCIHBTCOT, Mate 9AXHLC449UP
Last Failover at: 12:22:20 UTC Mar 5 2024
This host: Primary - Standby Ready
fictive time: O (sec)
slot ©: empty
Interface outside (10.53.1.2): Unknown (Waiting)
Interface inside (193.168.53.2): Unknown (Haiting)
Other host: Secondary - fActive
Active time: 244 (sec)
Interface outside (10.53.1.1): Normal (Waiting)
Interface inside (192.168.53.1): Normal (Waiting)

SGtateful Failover Logical Update Statistics
Link : Unconfigured.
<——— More ———>_
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Comprobacion secundario con show failover

BEHED N S| e 9o A @ e o a |

Failover On
Failover unit Secondary
Failover LAN Interface: MIGUEL GigabitEthernet®r1 Cup)
Reconnmect timeout 0:00:00
nit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll fregquency 5 seconds, holdtime Z5 seconds
Interface Policy 1
onitored Interfaces Z of 61 maximum
MAC Address Move Notification Interval not set
ersion: Ours 9.8(1), Mate 9.8(1)
Serial Number: Ours 9AXHLC449UFP, Mate 9AUCIHBTCOT
Last Failover at: 12:18:38 UTC Mar 5 2024
This host: 3Secondary - Active
Active time: 300 (sec)
slot O: empty
Interface outside (10.53.1.1): Normal (Mon
Interface inside (192.168.53.1): Normal (Monitored)
Other host: Primary - Standby Ready
Active time: O (sec)
Interface outside (10.53.1.2): Normal (Monitored)
Interface inside (192.168.53.2): Normal (Monitored)

Gtateful Failover Logical Update Statistics
Link : Unconfigured.
<-—-- More ——->
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