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Ejercicio 1
b) Informe sobre vulnerabilidades en sistemas operativos

Microsoft. Uso de herramientas de deteccion de

vulnerabilidades Microsoft
Solucion:

Para esta practica he utilizado Microsoft Baseline Security Analyzer es una
herramienta de software de Microsoft que ayuda a mantener tu ordenador
seguro, busca posibles problemas de seguridad en tu sistema, como puertas
traseras o cerraduras deébiles. Una vez que encuentra un problema, te ofrece
consejos simples para solucionarlo, como actualizar programas o cambiar
configuraciones. Esta aplicacion escanea tu equipo y compara los resultados
con las pautas de seguridad de Microsoft y te proporciona recomendaciones para
solucionarlos.

Podemos analizar un equipo o varios equipos de la red. En este caso analizaré
solo este equipo.

Windows10_VMware - VMware Workstation 17 Player (Non-commercial use only) - 0o X
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& Microsoft Baseline Security Analyzer 2.1 - X

Microsoft

¥ Baseline Security Analyzer

Y.

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows® Server 2003, Windows Server 2008,
Windows Vista, Windows XP or Windows 2000. Scanning computers for security updates utilizes Windows Server Update Services.

You must have administrator privileges for each computer you want to scan.

5& Scan a computer
Check a computer using its name or IP Address.

~'. Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

u View existing security scan reports
View, print and copy the results from the previous scans.

© 2002-2007 Microsoft Corporation. All rights reserved,
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Seleccionamos el equipo al que vamos a escanear, en este caso como es el
propio equipo no hace falta introducir una IP.

& Microsoft Baseline Security Analyzer 2.1 - b s

,‘_—: a Microsoft

¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its P address,
Computer name: WORKGROUP\DESKTOP-181R %] (this computer)

Security report name: [z60% - sacoe (s67%) |

%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

Check for Windows administrative vulnerabilites

Check for weak passwords

Check for IS administrative vulnerabilities

Check for SQL administrative vuinerabiities

Check for security updates

[] configure computers for Microsoft Update and scanning prerequisites
[[] Advanced Update Services gptions:

Learn more about Scanning Options

| Start Scan H Cancel |

H L Escribe aqui para buscar.

Una vez finalizado el escaneo nos mostrara lo que debemos modificar para hacer
seguro el SO.

Windows10_VMware - VMware Workstation 17 Player (Non-commercial use only)
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Q Microsoft Baseline Security Analyzer 2.1

Microsoft
£®

¥ Baseline Security Analyzer

Report Details for WORKGROUP - DESKTOP-18JLR5R (2023-09-21 13:16:17)
Security assessment:
W' severe Risk (One or more critical checks failed.)

Computer name: WORKGROUP\DESKTOP-131LR 5R.

1P address: 127.0.0.1

Security report name: WORKGROUP - DESKTOP-18JLR SR (21-09-2023 13-16)
Scan date: 21/09/2023 13:16

Scanned with MBSA version: 2.1.2102.0

Catalog synchronization date: Security updates scan not performed

Sort Order: | Score {worst first)
Windows Scan Results

Administrative Vulnerabilities

Score  Issue Result
%] Local Account Some user accounts (4 of 5) have blank or simple passwords, or could not be analyzed,
Password Test  \hat was scanned  Resultdetalls  How to correct this
3 Automatic The Automatic Updates system service is not configured to be started as Automatic.
Updates What was scanned How to correct this
] Autologon Autologon is configured on this computer,
What was scanned How to correct this
'l Password Some user accounts (3 of 5) have non-expiring passwords,
Expiration What was scanned  Resultdetails  How to correct this
0 Incomplete No incomplete software update installations were found.
Updates What was scanned
Q File System All hard drives (1) are using the NTF5 file system.
What was scanned  Result details
9 Guest Account  The Guest account is disabled an this computer.
What was scanned
g Restrict Computer is properly restricting anonymous access,
Anonymous What was scanned
] Administrators  No more than 2 Administrators were found on this computer.
What was scanned  Result details
] Windows Windows Firewall is managed through Group Policy on this computer. Windows Firewall is enabled on all network connections.
Firewall What was scanned  Result details
Additional System Information
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Si analizamos el informe anterior en este equipo debemos, asignarle una
contrasefa a uno de los usuarios ya que hay un usuario de 5 que no tiene, quitar
el inicio de sesion automatico sin contrasefia, activar las actualizaciones
automaticas para mantener el equipo al dia en cuanto a actualizaciones de
seguridad y modificar 2 contrasefias que no se expiran. Por lo demas segun las
pautas basicas de Microsoft esta correcto.
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