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RAD3 PRACTICA O7 MIGUEL LILLO ROMERD

Ejercicio 1
a) Router CISCO

Solucioén:
Escenario
R1 Winl0H22-1
= -
- —
Miauelillo

Configuro el nombre del router y la interfaz de red con la IP

Creo el usuario Miguel, con contrasefia inves, pueda entrar al router por telnet y
SSH. También pongo un nombre de dominio.

Generamos la clave RSA de longitud 512

ze needs to be atlea

): SSH 1.5 has been enabled
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RAD3 PRACTICA 07 MIGUEL LILLO ROMERD

Configuramos el acceso a través de una contrasefa “insegura”

Win10H22 [Corriendo] - Oracle VM VirtualBox — O e
-E' Conexiones de red — O =
1 &% PuTTY Configuration ? X P
Categary:
Organizar = [J- Session | Options controling SSH connections | i | o
- Ethd I_.ogging Data to send to the server
™ - Terminal
. Red - Keyboard Remote command:
ﬁﬁr Intel ... Bell | |
- Features .
- Windaw Protocol options
. Appearance [ Dent start a shell or command at all
... Behawiour [[] Enable compression
- Translation S5H protocaol version:
- Selection C2 {® 1 (INSECURE)
Sharing an S5H connection between PuTTY tools

=~ Connection
[ 5hare 55H connections if possible

Pemitted roles in a shared connection:
Upstream (connecting to the real server)
Downstream (connecting to the upstream PuTTY)

2 elementos RS

i
0
i}

AP S nsese LW
Miaudlille® {2 = £ [ B i 8] ® @ sogmarus

Ponemos la IP elegimos el protocolo de conexion y clicamos en Open

Nin10H22 [Carriendo] - Oracle VM VirtualBox — O =

ER PuTTY Configuration ? X — O s
Category: o
=) Session | Basic options for your PuTTY session |
{ " Logding Specify the destinati rt to connect t 5
Orgaf | ). Tominal pecify the destination you want to connect to Bz ~ M 9
= - Keyboard
&E Bl 192.168.100.1 2
X 'ﬁ ... Features Connection type:
- Window @55H] OSeial OOther | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
~ Translation Saved Sessions
(- Selection |
- Caolours
(=} Connection Default Settings Load
- Data
.. Prozy Save [}
E- 55H
- Serial Delete
- Telnet
- Rlogin
- SUPDUP Close window on exit:
O Mways (O Never (@ Only on clean exit

1:41 PM

® O B M @ & B ~cw@8 00 B
 MioudliRB Y@ 005 8] ®aoqmars
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La primera vez que nos conectamos nos ensefiara la clave RSA y nos preguntara
si queremos conectarnos y guardar la clave en nuestro caché para identificarlo

E:

2 1

PuTTY Security Alert *

(7] |

The host key is not cached for this server:

192.168.100.1 (port 22)

fou have no guarantee that the server is the computer you think it is.
The server's rsa key fingerprint is:

512 7b:55:70:da be:c9:9d:a2:63:23:39:96:66: 76.ad 35

If you trust this host, press "Accept” to add the key to PuTTYs cache and camy on
connecting.

if you want to camy on connecting just once, without adding the key to the cache, press
"Connect Once”.

i wou do not trust this host. oress "Cancel” to abandon the connection.

Help Mare irfo... Accept Connect Once

2 elementos

Tuesday, January 16, 202

1:41 PM

= O = O =& : B Pron.. A~ O @& 00y B
Miaudtifta Bl 0 & & 01 E i G @ 3 soqmavus

Introducimos el nombre de usuario que hemos creado antes en el router la
contrasefia y accedemos al router en mi caso he hecho un show runing-config
para hacer la prueba

=

@ 192,168.100.1 - PuTTY — O >
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b) Servidor GNU/Linux

Solucién:

Escenario

Winl10H22-1
b
' .
—_—— Debian12_2-1
A
Parrot-1
WA
Miauelillo
Instalamos el servidor SSH
i Debian12_2 (Autenticacion y otrars cosas hats la 10) [Corriendo] - Oracle VM VirtualBox - O b

Archivo Maguina Ver Entrada Dispositivos Ayuda
Actividades Terminal 16 deene 18:56

miguel@debian-SRI: ~ Q = x

miguel@debian-SRI:~$% sudo apt-get install openssh-server
Display all 63582 possibilities? (y or n)
miguel@debian-SRI:~%] sudo apt-get install openssh—ser\rEIl
[sudo] contrasefia para miguel:

Lo siento, pruebe otra vez.

[sudo] contrasena para miguel: Miauelillo

Creo un usuario para hacer las pruebas

ﬁ Debian12_2 {Autenticacion y otrars cosas hats la 10) [Corriendo] - Oracle VM VirtualBox - m] x

Archiva Maguina Ver Entrada Dispositivos  Ayuda
Actividades Terminal 16 de ene 19:00 [ 100%

miguel@debian-SRI: ~ Q= =

miguel@debian-SRI:~$| sudo adduser misuelillosshl

Afadiendo el usuario ‘miguelillossh' ...
Afadiendo el nuevo grupo ‘miguelillossh' (1@02) ‘Miauelillo

Probamos que funcione ssh

if::f'i,i Autenticacion y otrars cosas hats la 10 [Corriendo] - Oracle VM VirtualBox — O

Actividades [ Terminal 16 de ene 19:29 ® 100 %

miguelillossh@debian-5RI: ~ Q = x

miguel@debian-SRI:~$|sudo ssh miguelillossh@192.168.100.1@ I
[sudo] contrasena para mMiguel:
The authenticity of host '192.168.100.10 (192.168.100.10)' can't be established.
D25519 key fingerprint is SHA256:2+4JC@cpVcGBtbu7v/MKNRTWFZT7Lj819qvEjCxMIT /W,
This key is not known by any other names.

ou sure you want to continue connecting (yes/no/[fingerprint])? vyes
Warning: Permanently added '192.168.1@@.1@' (ED25519) to the list of known hosts.
miguelillossh@192.168.10@.10's password:
Linux debian-SRI 6.1.@-16-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.67-1 (2023-12-12) x86_64

Miauelillo
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Para configurar algun parametros como puertos, IPs, permisos etc. de SSH nos
tendremos que ir a /etc/ssh y alli modificar los archivos ssh_config y
sshd_config

0
Actividades [ Terminal 16 de ene 19:35 = 19 ®B100%
miguel@debian-SRI: ~ Q = x
GNU nano 7. 'ssh/ssh_config
Miauelillo
1D
Actividades [ Terminal 16 deene 19:36 &= U B 100%
miguel@debian-SRI: ~ Q = X

GNU nano 7.2

Ty

H#H 3

Include fetc/ssh/sshd_config.d/*.conf
Miauelillo

Probamos a acceder desde otro linux
()
(i | Tue Jan16,19:42

migue

Adva pe
Cdmigue
miguel@

miguel@debian-SRI:
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Desde Windows que tendremos que cambiar el tipo

ﬁ PuTTY Configuration

= 5gssion Options controling SSH connections
P Logging Data to send to the server
=) Terminal Remot 4
- Keyboard | emote command:
- Window Protocol aptions
- Appearance [] Dant start a shell or command at all
- Behaviour i
- Translation S5H protocol version:
- Selection ®2 ()1 (INSECURE)
Colngrs Sharing an 55H connection between PUTTY tools
[=)- Connection
Kleopatra - Data []Share SSH connections i possible
- Praxy Permitted roles in a shared connection:
28 S5H lpstream (connecting to the real server)
- Serial Downstream (connecting to the upstream PuTTY)
- Telnat . .
. Rl Miauelillo

Introducimos la IP y el puerto

Basic options for your PuTTY session

D Teming] Specify the destination you want to connect to
Tﬂhl’.::board Host Name (or IP address) Port
- Bell 152.168.100.10 22

- Features Connection type:
- Window @SSH| O Seid (O Other: | Telnet
- Appearance

- Behaviour Load, save or delete a stored session EnT
- Translation

reciclaje

Saved Sessions
H- Selection |

- Colours
-Connection Default Settings

Cloge window on exit:
() Mways () Never {®) Only on clean exit

[ Open ]| Cance
MO % A S [ @muc ~omGu B
Migudiiia B & & & 0B i §] @ @ soomaws
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La primera vez que nos conectamos nos ensefiara la clave RSA y nos preguntara
si queremos conectarnos y guardar la clave en nuestro caché para identificarlo
&

PuTTY Security Alert

The host key is not cached for this server:
192.168.100.10 (port 22)
You have no guarantee that the server is the computer you think it is.

The server's ssh-ed25519 key fingerprint is:

| ssh-=d25519 255 SHA256:2+4)C DepViG Btbu 7v/MKn RfwFz 7Li819quEiCxMJ T/w |

F you trust this host, press "Accept” to add the key to PuTTY's cache and camy on
connecting.

If you want to camy on connecting just once, without adding the key to the cache, press
"Connect Once".

I vou do net trust this host. oress "Cancel” to abandon the connection.

More info... Accept Connect Once

Iniciamos con el usuario qu hemos creado e introducimos la contrasefia en este
caso voy a listar el directorio /home

&

E® miguelillossh@debian-SRl /home - O * |

2 notificaciones nuevas

T4AZPM

— ’O 2O ‘& : @B wwc ~a=@nN 1/16/2024 E-!
Mioudiiiad Bl ¥ & & 0B i 8] @ @ s.oqmarus
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