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Ejercicio 1

a) Configure un ASA CISCO (servicios de red,
enrutamiento y DMZ) mediante CLI en Packet Tracer.
Laboratorio 21.7.5 del curso CISCO Network Security.

Solucion:
Escenario:
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Parte 1: Verificar la conectividad y explorar la ASA
Paso 1: Verificar la conectividad

Pruebo conectividad Entre PC C vy los ruters y pruebo con PC B no conecta ya
gue no esta configurado el ASA

Fire Last Status  Source Destination Type Color Time(zec) Periodic Num  Edit Delete

& Successful  PC-C R3 ICMP 0.000 N 0 (edit) (delete)
o Successful  PC-C R1 ICMP 0.000 N 1 (edit) (delete)
@ Successful  PC-C RZ ICMP . 0.000 N 2 (edit) (delete)
[+ Failed PC-B R1 ICMP . 0.000 N 3 (ed'rti . . (delete)
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Paso 2: Determinar la versidn, interfaces y licencia de la ASA

B asp — O s
Physical Config cL Attributes
—
|05 Command Line Interface

CloUUaSa T I gUuE L TUCIIL Iy §

: . : : A
ciscoasa-miguel (config) #show version
Cisco Adaptive Security Bppliance Software Version S.&(1)
Device Manager WVersion 7.&6(1)
Compiled on Fri 18-Mar-1¢ 14:04 PDT by builders
System image £file is "diskO:/asaSel-1£fbff-kE8_SPA"
Config file at boot was "startup-config"
ciscoasa-miguel up 21 minutes 31 seconds
Hardware: LSAS50¢, 405%¢ MB EAM, CPU Ztom C2000 series 1250 MH=z, 1 CPU (4 cores)
Internal ATA Compact Flash, T71&SMB
BIOS Flash M25Ped4 @ Oxfed0l000, 1&334EB
Encryption hardware device : Cisco A5E Crypto on-board accelerator (revisiom 0Oxl)

Number of accelerators: 1

1: : GigabitEthernetl/1 : address is 0O0ED.8F2C._.5801, irg 255

2: : GigabitEthernetl/2 : address is Q00ED.2F2C.5802, irg 255

3: : GigabitEthernetl/3 : address is Q00ED.2F2C.5803, irg 255

4 : GigabitEthernetl/ 4 : address is 0Q0EQD.8F2C._.5804, irg 255

5: : GigabitEthernetl/5 : address is 00ED_8F2ZC._%3805, irg 255

(=34 : GigabitEthernetl/e : address is Q00ED.2F2C.580€, irg 255

Tz : FigabitEthernetl/7 : address is 00E0.28F2C.53807, irg 255

= : GigabitEthernetl/8 : address is 0O0EQD.8F2C._5808, irg 255

9z Internal-Datalsl : address is 00E0.8F2C.5805%, irg 0
1a: Internal-Datals2 : address is 0000.0001.0002, irg O
11: Internal-Controll/l : address is 0000.0001.0001, irg O
12: Internal-Datal/3 : address is 0000.0001.0003, irg O
13: : Managementl/1l : address is 00ED.8F2C.59205%, irg O
Licensed features for this platform:
Maximim Physical Interfaces : Unlimited perpetual
Haximum VLANs T 30 perpetual
Inside Hosts : Unlimited perpetual W

Copy Paste
[ Top

Paso 3: Determinar el sistema de archivos y el contenido de la memoria flash

® asp - O x

Physical Config CLI Aftribles

105 Command Line Interface

ciscoasa-miguelgshow £ile system -
File Systems:

Size(lk) Free(b) Type Flags Prefixes
* 128573440 4211e€0s disk rw disk0: f£lash:

ciscoasa-miguel#show flash:
--¢-- --length-- --———— date/time—————— path
1 @2g456832 asaf%6l-1fbff-k8.5PA

128573440 bytes total (42116608 bytes free)

ciscoasa-miguelg Miauelillo
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Parte 2: Configurar la configuracidn basicay niveles de
seguridad de la interfaz de la ASA

Paso 1: Configurar el nombre de host y el nombre de dominio

W asp — O *
Physical Config CLI Attributes
I
105 Command Line Interface
ciscoasa-miguelgeconfigure terminal ~
ciscoasa-miguel (config) ghostname ASE-Miguel-SRI
ASh-Miguel-5RI (config) #domain-name netsec.com
AS5R-Migquel-SRI (config)# Miuueliuo
Paso 2: Configurar la contraseia de modo privilegiado
B Asa — O *
Physical Config CLI Attributes
I
105 Command Line Interface
~
ASA-Miguel-SRI{config) fenable password inwves
A5A-Miguel-SRI (config)# Miuueliuo
Paso 3: Establecer lafechay la hora
@ asp — O *
Physical Config CLI Attributes
I
105 Command Line Interface
ASh-Miguel-SRI{config)fclock set 17:5€:10 March 02 2024 ~
RSE-Miguel-SRI (config)# Miouelillo
Paso 4: Configurar las interfaces INSIDE y OUTSIDE de la ASA
® asp — O *
Phyzical Config CLI Attributes
I
105 Command Line Interface
25R-Miguel-5RI (config) #interface gl/1l A

LS5R-Miguel-5SRI (config-if) énameif OUTSILDE

INFO: Security lewvel for "COUISILDE"™ set to 0 by default.
2Sh-Miguel-5RI (config-if) #ip address 2Z0%.1€5.200_.22Z& 2Z55_255.255_243
AS5A-Miguel-5RI (config-if) #security-level O

ASh-Miguel-SRI{config-if) #no shutdown

A5A-Miguel-5RI (config-if) #interface gl/2
ASh-Miguel-SRI{config-if) fnameif INSIDE

INFO: Security lewel for "INSIDE"™ set to 0 by default.
ASA-Miguel-SRI{config-if)#ip address 1%2.leS8.1.1 255.255.255.0
ASA-Miguel-SRI (config-if) #security-lewvel 100

2S5h-Miguel-5RI (config-if) #no shutdown

e e e, Miauelillo
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Verificamos la configuracion

»

Physical Config CLI Attributes
—

105 Command Line Interface

ASR-Miguel-SRI#show interface ip brief "
Interface ID-Rddress OK? Method Status Protocol
virtualo 27.1.0.1 YES unset up up
GigabitEthernetl/l 20%.165.200.22¢ YES manual up up
CigabitEthernetl/2 152.168.1.1 YES manual up up
GigabitEthernetl/3 unassigned YES unset administratively down down
GigabitEthernetl/s4 unassigned YES unset administratively down down
CigabitEthernetl/5 unassigned YES unset administratively down down
GigabitEthernetl/é unassigned YES unset administratively down down
GigabitEthernetl/7 unassigned YES unset administratively down down
CigabitEthernetl/& unassigned YES unset administratively down down
Managementl/1 unassigned YES unset administratively down down
Internal-Controll/l 27.0.1.1 YES unset up up
Internal-Datal/l unassigned YES unset up up
Internal-Datal/2 unassigned YES unset up up
Internal-Datals3 unassigned YES unset up up

ASR-Miguel-SRI#show ip address
System IP Rddresses:

Interface Name IP address Hethod
FigakitEthernetl/L OUISIDE 205.1€5.200.22¢ manual
GigabitEthernetl/2 INSIDE le2.1€8.1.1 manual
GigabitEthernetl/3 unassigned unassigned unset
GigabitEthernetl/4 unassigned unassigned unset
GigabitEthernetl/s unassigned unassigned unset
GigabitEthernetl/& unassigned unassigned unset
GigabitEthernetl/7 unassigned unassigned unset
GigabitEthernetl/2 unassigned unassigned unset
Managementl/1 unassigned unassigned unset

Current ID Addresses:
Interface Name IF address Subnet mask Mecthod
FigakitEthernetl/L OUISIDE 205.1€5.200.22¢€ 255.255.255.24% manual

GigabitEthernetl/2 INSIDE 192.1€2.1.1 255 -0 manual
GigabitEthernetl/3 unassigned unassigned unset
GigabitEthernetl/4 unassigned unassigned unset
GigabitEthernetl/s unassigned unassigned unset
GigabitEthernetl/€ unassigned unassigned unset
GigabitEthernetl/7 unassigned unassigned unset
GigabitEthernetl/g unassigned unassigned unset
Hanagementl/1l unassigned unassigned unset v
Copy Paste

[ Top

Miguelill

Paso 5: Probar la conectividad a la ASA

A la interfaz G1/1(exterior) y G1/2 (interior)

r

Physical Config Desktop Programming Attributes

Command Prompt

Pinging
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Parte 3: Configurar enrutamiento, traduccion de
direcciones e inspeccion de politicas usando la CLI

Paso 1: Configurar una ruta estatica predeterminada para la ASA

® pasa — O *

Physical Config CLI Attributes
I

05 Command Line Interface

ASR-Miguel-SRI (config) #route OUTSIDE 0.0.0.0 0.0.0.0 205.1£5.200.225 ~
ASR-Miguel-SRI{config)# Miauelillo

Paso 2: Configurar la traduccion de direcciones utilizando PAT y objetos de red

.

B asa - O pad

Phyzical Config CLI Attributes
I

105 Command Line Interface

ASh-Miguel-S5RI(config)f#object network INSIDE-NET -~
25h-Miguel-5RI (config-network—object) #subnet 192 _1&8.1.0 255_255_255.0

LSRE-Miguel-5RI (config-network—object) fnat (INSIDE,QUISIDE) dynamic interface

ASh-Miguel-SRI (config-network-object) fexitc

AShE-Miguel-SRIg Miuueliuo

Podemos ver la configuracion del nat con show runing

B psa — O *

Physical Config CLI Attributes
I

105 Command Line Interface

~
object network INSIDE-NET
subnet 192.1€28.1.0 255.255.255.0
nat (INSIDE,QUTSIDE) dynamic interface
1
route QUISIDE 0.0.0.0 0.0.0.0 205.1€5.200.225 1
: Miauelillo
Hacemos un de PC-B a R1 (tiene que fallar)
Fire  LastStatus Source Destination Type Color Time{sec) Periodic Num  Edit Delete
] Failed PC-B R1 ICMP 0.000 N 0 (edit) (delete)
[ Failed PC-B R1 ICMP . 0.000 N 1 (edit) (delete)
[ Failed PC-B R1 ICMP . 0.000 N 2 (edit) (delete)
[ Failed PC-B R1 ICMP . 0.000 N 3 (ed'rtﬁ . . (delete)
Vemos las traducciones del nat
W psa — O b
Physical Config CLI Atftributes
I
I0S Command Line Interface
25E-Miguel-5RIg#show nat ~
2uto NAT Policies (Section 2)
1l (INSIDE) to (QUISIDE) source dynamic INSIDE-NET interface
translate_hits = 4, untranslate_hits = 3
Miauelillo
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Parte 4: Configurar DHCP, AAAy SSH
Paso 1: Configurar la ASA como servidor DHCP.

@ asp — O *
Physical Config CLI Attributes
I
105 Command Line Interface
ASh-Miguel-SRI(config)fdhcpd address 152.1€28.1.5-152.1€2.1.3¢ INSILE ~
ASA-Miguel-5RI (config) #dhepd dns 209.1€5.201.2 interface INSIDE
ASRE-Miguel-5RI {config) #dhepd enable INSIDE
A5A-Miguel-SRI (config)# H =
e Miauelillo
Probamos el cliente en DHCP
B pcop -~ m| *
Physical Config Deskiop Programming Attributes
—
~
IP Configuration
Interface FastEthernetl e
IP Configuration
(®) DHCP () Static
IPvd Address 192.168.1.5
Subnet Mask 2552552550
Default Gateway 192 168.1.1
DNS Server 209.165.201.2
(Ot Prre e bl Miauelillo

Paso 2: Configurar AAA para usar la base de datos local para la autenticacién.

Paso 3: Configurar el acceso remoto a la ASA.

P Asp — O ¥
Physical Config cL Aftributes
—
105 Command Line Interface
L52-Miquel-5RI (config) fusername admin password adminpa5s ~
ASE-Miguel-S5RI (config) #aaa authentication ssh console LOCAL
ASE-Miguel-SRI (config) g - -
St Miauelillo

a. Generar un par de claves RSA, que se requiere para admitir conexiones SSH.
Dado que el dispositivo ASA ya tiene claves RSA en su lugar, ingresar "no"

cuando se le pregunte si se desean reemplazar.

WARNING: You have a ERSR keypair already defined named <Default-RSA-Fey>.

Do you really want to replace them? [yes/nol: no
ERROR: Failed to create new RSRE keys named <Default-RSA-Fey=

ASE-HMiguel-5SRI (config)g Mil:ll.lelillo

P Asa — O X
Physical Config CcLI Attributes
I
05 Command Line Interface
ASE-Miguel-5SRI (config) §orypto key generate rsa modulus 1024 ~
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b. Configurar la ASA para permitir conexiones SSH desde cualquier host en la
red INSIDE (192.168.1.0/24) y desde el host de administracion remoto en la
sucursal (172.16.3.3) en la red OUTSIDE. Establecer el tiempo de espera de
SSH en 10 minutos

B asa — O *

Physical Config CLI Aftributes
I

05 Command Line Interface

AS5A-Miguel-SRI (configid#ssh 1592.1€8.1.0 255.255.255.0 INSILDE L
AS5A-Miguel-5SRI (config)f#ssh 172.1€.3.3 255.255.255.255 QUISILE
A252-Miguel-5RI (config) #ssh timeout 10

LESA-Miguel-5RI (config)# Miuuelillo

Prueba establecer una sesiéon SSH desde PC-C a la ASA (209.165.200.226)

¥ pcc — O *

Physical Config Deskiop Programming Aftributes
—

Command Prompt

hv¥ssh -1 admin 209.1€5

Password:

ACH

ASA-Miguel-5RI=

Prueba establecer una sesion SSH desde PC-B a la ASA (192.168.1.1)

¥ pcp - O *

Physical Config Desktop Programming Attributes
—

Command Prompt

“=ssh -1 admin 15%2_1&8.1.1

Password:

ACH

ASE-Miguel-SRI=

Parte 5. Configurar una DMZ, NAT estéaticay ACLs
Paso 1: Configurar la interfaz DMZ VLAN 3 en la ASA.

L — O *

.

Phy=ical Config CLI Attributes
I

105 Command Line Interface

A258-Miguel-5SRI (config)ginterface gl/3 )
B2SA-Miguel-SRI (config-if) #ip address 192 _1&28.2.1 255_255_255.0
AS5RA-Miguel-SRI (config-if)#nameif DMZ
INFO: Security lewel for "DMI" set to 0 by default.
A5A-Miguel-SRI (config-if) #security-level 70
ASA-Miguel-SRI{config-if) #no shutdown - -
Miauelillo
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Verificar la configuracion

& AsA - o x

Phy=zical Config CLI Attributes
I

|05 Command Line Interface

AS5E-HMiguel-SRIfshow interface ip brief ~
Interface IP-Address OK? Method Status Protocol
Virtuald 127.1.40.1 YES unset up up
GigabitEthernetl/1 209.165.200.22¢ YES manual up up
FigabitEthernetl/2 1%2.1le2.1.1 YES manual up up
GigabitEthernetl/3 152 1€3.2.1 YES manual up up
FigabitEthernetl/4 unassigned YES unset administratiwvely down down
GigabitEthernetl/5 unassigned YES unset administratiwvely down down
FigabitEthernetl/& unassigned YES unset administratiwvely down down
GigabitEthernetl/7 unassigned YES unset administratiwvely down down
FigabitEthernetl/2 unassigned YES unset administratiwvely down down
Hanagementl/1l unassigned YES unset administratiwvely down down
Internal-Controll/1 127.0.1.1 YES unset up up
Internal-Datalsl unassigned YES unset up up
Internal-Datal/s2 unassigned YES unset up up
Internal-Datals3 unassigned YES unset up up

A5E-Miguel-5RI#show ip address
System IP Rddresses:

Interface Hame IFP address Subnet mask Hethod
GigabitEthernetl/1 OUTSIDE 205%_1e5.200_.22€ 255.255.255_.248 manual
GigabitEthernetl/2 INSILE 152.1€8.1.1 255.255.255.0 manual
GigabitEthernetl/3 DMZ 152 _1e8.2.1 255_.255_255.0 manual
GigabitEthernetl/ 4 unassigned unassigned unset
GigabitEthernetl/5 unassigned unassigned unset
GFigabkitEthernetl/€ unassigned unassigned unset
GFigabitEthernetl/7 unassigned unassigned unset
GigabitEthernetl/8 unassigned unassigned unset
Hanagementl/sl unassigned unassigned unset
Current IP Rddresses:

Interface Name IF address Subnet mask Hethod
GigabitEthernetl/1 COUTSILDE 20%.1€5.200.22€ 255.255.255.248 manual
GigabitEthernetl/2 INSIDE 152 _1€8.1.1 255 _255_255.0 manual
GigabitEthernetl/3 DMZ 152.1€2.2.1 255.255.255.0 manual
ZigabitEthernetl/4 Miwm unassigned unset

Paso 2: Configurar NAT estatica para el servidor DMZ usando un objeto de red.

B psa — O *

Physical Config CLI Attributes
I

|05 Command Line Interface

AS5E-Miguel-SRI (config) #object network DMZ-SERVER Lal
AS2-Miguel-SRI{config-network-okject)fhost 132Z_1€8.Z.3

AS5E-HMiguel-5RI (config-network-object) #nat (DMZ, OUTSIDE) static 20%_1€5.200_227
ASk-Miguel-SRI{config-network-ckhject) fexit

ASA-Miguel-SRI# Miauelillo

Paso 3: Configurar una ACL para permitir el acceso al servidor DMZ desde Internet.

? ASA — O *

Physical Config CLI Attributes
I

105 Command Line Interface

AS2-Miguel-5RI (config)faccess—-1list OUTSIDE-DMZ permit icmp any host 152.188.2.3 L]
ASk-Miguel-SRI (config)faccess-list OUISIDE-DMZI permit tcp any host 152.1€2.2.3 eg 20
ASE-Miguel-SRI (config) gaccess—group OUISIDE-DMZ in interface OUISIDE

ASE-Miguel-SRI(config)# Mil:ll.lelillo
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Paso 4: Probar el acceso al servidor DMZ.

Desde un navegador web en PC-C, acceder al servidor DMZ

| B proc
A

Physical Config Desktop Programming Attributes
—

Web Browser

s = URL |hitp:#/209.165.200.227

Cisco Packet Tracer

Welcome to Cisco Packet Tracer.

Quick Links:
A small page
Copyrights
Image page
Image

[ Top
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