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Ejercicio 1
a) Funcionamiento DNS. Capturas con sniffer del

funcionamiento del protocolo DNS -
Solucién:

Escenario

Debian12Miguel-1 Ubuntu2-1

rlﬂil - - W

Miguelillo
Generamos trafico DNS IPv4 e IPv6
(/]

Activities (-] Terminal nove 14:13

$~ I+ miguel2z@miguel2-SRI: ~

:~S$ host -t PTR 192.168.20.10
10.20.168.192.1n-addr.arpa domain name pointer clientel.miguelliro.
:~$ host debian.miguelliro.

debian.miguelliro has address 192.168.20.1
:~S host 2001:db8:20::10

0.1.0.0.0.0.0 .2.ip6.arpa domain name pointer miguel2-SRI.

0.1.0.0.0.0.0 .2.1p6.arpa domain name pointer miguel2-SRI.local.

ost debianl.miguelliro.

Pv6 address 2001:db8:20::1

Captura Ipv4 Inversa IP 192.168.1.10

| 4

Amg7® RRERs=2=sF LS EQaaQaH

[ |Aj ique un filtro de visualizadén ... <Cirl-/= = -]+
Mo. Time Source Destination Protocol  Length Info Ll
74 12.469699 192.168.208.18 192.168.28.1 DHS 97 Standard query @x2f86 PTR 10.20.168.192.in-addr.arpa OPT
75 12.478374 192.168.28.1 192.168.28.18 DNS. 138 Standard query response @x2f@6 PTR 18.28.168.192.in-addr.arpa PTR clientel.miguelliro
LS ¥
[Name Length: 26] ~ @8 @@ 27 68 51 95 @8 @@ 27 17 9b 22 B8 @0 45 @0 "hQ tee"eE
[Label Count: 6] @@ 74 37 @4 @0 @@ 48 11 9a 19 c@ ad 14 @1 @ a8 L7 @
Type: PTR (domain name PoinTeR) (12) 14 @a @@ 35 a@ 58 88 68 c9 5T 2f @6 85 80 8@ 81 5P _
Class: IN (BxB001) @@ 81 @2 2@ @2 81 B2 31 30 82 32 38 83 31 36 38 12208 168
- : @3 31 39 32 87 69 6e 2d 61 B4 64 72 B4 61 72 78 192-in- addr-arp
Answers . ) . . @058 61 @@ 00 Oc @O @1 c@ @c OB Oc 6@ O1 @0 60 cb fo  a -
h i ebaabad @0 15 @8 63 6c 69 65 Ge 74 65 31 @a 6d 69 67 75 clien tel migu
: 65 6c 6c 69 72 6T @@ @@ @@ 29 @4 de o0 @0 00 o0 elliro 3
ea ea
Class: IN (@x@eal)
Time to live: 68488 (16 hours, 46 minutes, 4@ seconds)
+h. 2
v Additional records
“ <Root>: type OPT
Mame: <Root.> ) v
< >
! 3 = = = . - 5 : B : :
-__.O...._ _Domaln MName {dns.ptr.domain_name), 21 byte(s) Miauelilla Paquet_ﬂesljg?_ h:‘EShEF‘D‘ 103 (100.0%:)* Perdido: 0 {0.0%:) Perfil: Default :
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Captura IPv4 Directa nombre debian.miguelliro.

M - [Debian12Miguel-1 Ethernetl to Ubuntu2-1 Ethernetd] — O X
Archive Edicién Visualizacion Ir  Captura Analizar Estadisticas Telefonia  Wireless Herramientas  Ayuda
dmze IBREB Recs=T 355 aaaH
[ Apligue un filiro de visualizadén ... <Cirl-/= ﬂ '] +
Mo. Time Source Destination Protocol  Length Info [l
PEETITTYTY IS - (R Seaadenss i PR - L U AP LI L ST YT
I 85 15.988399 192.168.20.10 192.168.28.1 DNS 88 Standard query @xb8e9 A debian.miguellirec OPT
86 15.989174 192.168.28.1 192.168.208.10 Dns 184 Standard query response @xb8e9 A debian.miguelliro A 192.168.28.1 OPT W
v debian.miguelliro: type A, class IN ~ 88 @@ 27 68 51 95 88 @@ 27 17 9b 22 @8 88 45 @8 <thQe-- M- E-
Name: debian.miguellire @2 Sa 33 9a @@ @@ 48 11 93 9d c@ ad 14 8l c@ ad (I8 .
[Name Length: 17] 14 @a @ 35 9f 97 @@ 46 ce ad bs e9 85 50 00 01
[Label Count: 2] 22 @1 @@ @@ @@ @1 @6 64 65 62 69 61 62 @a 6d 69 -
. N ad 67 75 65 6c 6c 69 72 6T @@ 80 @1 88 81 cd oc oe guellire
Type: A (Host Address) (1) 01 60 01 80 09 3a 50 0o o4 TIETIEPELH oo 00 20 - . )
Class: IN (@x@eel) 24 de BB B0 0O BB 60 0B
¥ Answers
v debi lass IN, addr 192.168.28.1
DL
Class: IN (@x@eal)
Time to live: 684800 (7 days)
v Additicnal records v
< >
O > Response Address (dns.a), 4byte(s) M.I.ﬂ.uﬁl.l“ﬂ || Paquetes: 103 - Mostrado: 103 (100.0%) Perdido: 0 (0.0%) || Perfil: Default
M - [Debian12Miguel-1 EthernetD to Ubuntu2-1 EthernetD] — a X
Archivoe  Edicién  Visualizacién Ir Captura  Analizar  Estadisticas  Telefonia  Wireless  Herramientas  Ayuda
- R = =
dm @ [ RRE Qe>2=2F 35| = aaqaH
[ ‘Apl\que un filtro de visualizadidn ... <Cirl-f> a 'l +
Mo. Time Source Destination Protocol  Length Info ~
8 1.827968 PesCompu_17:9b:22 Broadcast ARP 68 Who has 193.8.14.1297 Tell 192.168.28.1
9 2.843314 PcsCompu_17:9b:22 Broadcast ARP 60 Who has 192.36.148.17? Tell 192.168.20.1
o 2
I 11 2.577963 192.168.28.18 192.168.28.1 DNS. 143 Standard query @xaec2 PTR 1.8.0.0.0.0.8.0.6.0.09.0.0.0.0.0.0.0.0.0.9.2.0.06.8.b.d.0.1.9
12 2.578711 192.168.20.1 192.168.20.18 DNS 175 Standard query response @xaec2 PTR 1.9.9.0.0.0.0.0.0.9.0.0.0.0.0.0.0.0.0.0.9.2.0.9.53. v
< >
V¥ Answers || BBE2 83 8@ 27 68 51 95 @8 88 27 17 9b 22 88 @@ 45 09
v 1.0.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.0.8.b.d.0.1.8.8.2.ip6.arpa: type PTR, class IN, 1 B 99 al 72 14 00 88 48 11 Se dc c@ ad 14 81 c@ ad
NAME T Lo @ s B0 B oD@ o B o BB o Do @D @a B Bo oD, BB Da0aBrLeB.B.2.106.80DE 6620 14 Ba 86 35 8a a9 0 Bd be 32 ae c2 85 80 06 Ol
Typer ETR (domaln name PonTeR) (12) fA50 @8 8l 82 28 @2 81 81 31 @81 3@ @l 3@ 61 3@ 81 38
{P '_ fA40 el 38 81 38 @1 38 81 38 81 3@ @l 3@ 61 3@ 81 38
Class: IN (Bxdoel) 9057 @1 30 @1 30 @1 3@ @1 3@ 81 3@ o1 32 @1 38 o1 38
Time to live: 684800 (7 days) 2850 @1 32 @1 38 @1 30 @1 38 @1 62 @1 64 81 38 81 31
Data lensth: 20 9870 @1 3@ @1 3@ @1 32 83 69 7@ 36 @4 61 72 7@ 61 0@
Domain Name: debianl.miguellirc L\\s 8820 @8 Bc @0 Bl @0 Gc @0 @1 @0 @9 3a 80 08 14
v additional records Geon @7 64 65 62 69 61 G6e 31 @a 6d 69 67 75 65 6c 6C rdebianl 'm:
5 <Roots: type OPT 2020 69 72 6T B 00 00 20 B4 d6 @G 0O 0O 0B 0O 6O irosse}e e-
Reguest In: 11
[Time: @.880743600 seconds]
W
< > < >
0 > Response Name (dns.resp.name), 2 byte(s) M.i_ﬂ_uﬁlinﬂ || Paquetes: 31 - Mostrado: 31 (100.0%)- Perdido: 0 (0.0%) || Perfil: Default
M *- [Debian12Miguel-1 Ethernetd to Ubuntu2-1 EthernetD] — [m] x
Archive  Edicion  Visualizacion  Ir Captura  Analizar  Estadisticas Telefonia Wireless Herramientas  Ayuda
- —— == =
Adm i@ [IBRE Re=2EF 8|5 QQeH
[ Aplique un filtre de visualizadan ... <Ctrl-f> a 'l +
Time Source Destination Protocol  Length Info [l
28 2.437615 192.168.20.18 192.168.28.1 DNS 89 Standard query 8x5dc3 A cliente.miguelliro OPT
21 2.438825 192.168.20.1 192.168.28.10 DNS 137 Standard query response @x5dc3 A cliente.miguelliro S0A debian.miguellirc OPT [S—
I 22 2.438698 192.168.20.18 192.168.28.1 DNS 89 Standard query Bx77f9 AAAA cliente.miguelliro OPT
23 2.438993 192.168.20.1 192.168.20.10 DNS 117 Standard query response @x77f9 AAMA cliente.miguelliro AAAA 2081:dbB3:26::18 OPT
24 2.439876 PcsCompu_17:9b:22 Broadcast ARP 6@ Who has 192.283.238.182 Tell 192.168.208.1 W
< T T T T T i 0 o T >
Additional RRs: 1 - GeeE @8 @@ 27 58 51 95 @3 @@ 27 17 9b 22 83 6@ 45 @9
> Queries 001 B8 67 6a =a @@ 0@ 48 11 66 40 <@ a8 14 01 <o a8
v nswers Cos o an o o ab a1 a7 63 G o €5 ce 74 65 oa od
. Be3e c € a
hd 3 IN ddr 2@0@1:db3:20::108 . .
€ == 1M, addr 0040 B9 67 75 65 6¢ 6c 69 72 6F @9 8@ 1c 8@ Bl c@ 8c  iguellir o
k 2858 @@ 1lc @@ @1 @@ @9 3a 56
Type: AAAA PR6E
Class: IN (@x@eal) GoUvE oo B9 @@ GRRR e
Time to live: 684808 (7 days)
gtz lepsth: 16
AAAA Address: 2001:db8:28::18
v Additional records
> <Root>: type OPT
Request In: 22
[Time: @.9@829588@ seconds]) hal I »

O YY) Response Address {dns.aaaa), 16 byte(s)

|| Paquetes: 51 * Mostrado: 51 (100.0%) Perdido: 0 (0.0%) H Perfil: Default
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