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RAO3 PRACTICA D4E MIGUEL LILLO ROMERD

Ejercicio 1
a) Acceso VPN a IES Gregorio Prieto. Protocolo IPSEC

Solucioén:

Primero descargamos el Cliente VPN en este caso sera Shrew Soft VPN Client
Voy a descargar e instalar esta version utilizaré la prueba gratuita

Standard Professional
XAuth Yes Yes
Mode Config Yes Yes
NAT-T Yes Yes
Split Tunneling Yes Yes
Split DNS No Yes
AD / Demain
Login No Yes
Downloads
STABLE RELEASE
Date Build OS Support Download
Jul 01 2013 2.2 2-release WWindows 2K/XP/Vista/7/8 « - Installer client
| Jun 05 2013 22 1-release windows 2K/XP/Vistal7/8 « - Installer client ike I
Apr 24 2013 2.2 0-release Windows 2K/XP/Vista/7/8 - " « - Installer client ike
£ Miguelillo

Clicamos en Add

ff} VPN Access Manager
File Edit WView Help

3+

Connect Addh Modify  Delete

"‘ 14°C Parc. nublado
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Configuramos la IP publica, y el la pestafia Client lo dejamos por defecto

General  Client  Mame Fesolution  Authenticatic) 4
Femote Host
Host Mame or [P Address Port
80.224.165. 245 || 50|
Auto Configuration ike config pull b

Local Host
Adapter Mode

Use a wirtual adapter and aszigned address

MTL Obtain Automatically
Address | : ; : |
Metmaszk, | 1 ; ’ |

Cancel

e

X

3

VPN Site Configuration

General  Client

Firewsall Optionz

MAT Traversal enable

MAT Traverszal Fort 4500
¥.eep-alive packet rate

IE.E Fragmentation

R

Secs

ehable

Byes

v
tamirum packet zize
(ther Options

Enable Dead Peer Detection

Enable 1IS4KMP Failure Matifications
Enable Client Login Banner

g Cancel

i oreryite

En la pestafia Name Resolution ponemos la 8.8.8.8

Mame Fesolution  Authenticatic * |

pes

3

En la pestafia Authentication y el método de autenticacion MutualPSK + XAuth

y el Key ID

VPM Site Configuration .

General  Client NBMEHE%UHUH Avthenticatic * | *

DMS  wiNS

Enable DNS [ Obtain &utomatically

Server Address #1 8.8 . 8 .18

Server Address #2 I:l

Server Address H2 I:I

Server Address B4 I:l
Obtain Automatically

DM Suffix

i 3 Cancel
O 0 L L

VPN Site Configuration . ‘

Client  Mame Resolution  Authentication  Phage 4 | ¥

Authentication Method | Mutual PSE + 5Xbuth
Local ldentity  Remote Identity  Credentials

|dentification Type
Key Identifier

Ky |0 String
ipzec_perfil

Minueﬁa&_caml J
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En remote Identity Ponemos IP Adress

En Authentication ponemos la contrasefi

VPN Site Configuration > | VPN Site Configuration X
Client  Mame Resaolution Authent%tinn Phaze 4 | * Client  Mame Resolution  Authentication  Phase 4 | ¥
Authentication Method | Mutual PSE, + Xbuth ~ Authentication Method | Mutual PSE, + Hauth ~
Local Identity  Remote [dentity  Credentials Local Identity  Femote Identity  Credentials
|dentification Type Server Certificate Autarity File
IF Address v |
Address String Client Cerificate File
UUze a discovered remate host address Client Private Key File
Pre Shared Key
ssese |
Mi - Cancel . | g || Cancel
[ L L L N PRl

En la fasel la dejaré por defecto igual en la fase 2. Esta todo en automatico y en
modo agresivo.

P e Configuration *¥ | VPN Site Configuration .
Mame Resolution  &uthentication Phasel Pha t [+ Suthentication  Phase 1 Phase 2 Policy bl I
Froposal Parameters Propozal Parameters
Ewchange Type aggressive W Tranzform Algarithnm auto w
DH Exrchange qroup 2 e Transform ey Length Bits
Cipher Algonthm auto ~ HAL Algonthm auto -
Cipker Key Length Bitz PFS Exchange dizabled w~
Hazh Algarithrn auto - Carnpress Algarithnn dizahled w~

K.ey Life Time limit 86400| Secs Key Life Time limit J600| Secs
KeplieDatalimt | 0] Khytes KeyLieDatalmt | 0| Koytes

[C1Enable Check Point Compatible Yendor 1D

. Eﬂﬁe Cancel . = Cancel
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Por ultimo en Policy activamoslos check box

Luthertication  Phase1 Phase 2 Palicy 1
IPSEC Palicy Canfiguration
Fuolicy Generation Level auta ~

Mairtain Persistent Securty Associations
Obtain Topology Automatically or Tunnel Al

Remate Metwork Rezource

Add rd odify Delete

. = Cancel
Miguefilla

Probamos a conectarnos y se conecta correctamente

T -

(8]

File Edit View Help
Established - Connect Add  Modify Delete

) B o 6

80.224.165.246  77.229.212.59

Status - Connected
Remote Host - 77.229.212.58
Transport Used - NAT-T RFC /IKE |ESP
IKE Fragmentation - Enabled

Dead Peer Detection - Enabled

855
29/01/2024

& MXN/EUR
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Probamos a acceder a la interfaz del router

v & Router Avanzado X

& (¢ A\ Noesseguro  192.168.0.1/login.html

O e -
Connect  Network

local id configured ~
. . remote id configured
Bienvenido oo shered key sonfigured

bringing up tunnel ...

network device configured
. tunnel enabled
Introduzca el usuario y contrasefia para accede a la v

configuracion. Credentials

Usemame  MLilo

Usuario Password

Contrasefia

Miauelillo -
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