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RAD3 PRACTICA DAC MIGLIEL LILLO ROMERD

Ejercicio 1
a) Parte 1

Solucion:

Escenario
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RADS PRACTICA O3C MIGUEL LILLO ROMERD

Configuramos un nombre de usuario local como "Admin2" con una contrasefia
secreta de "admin2pa55"

B2 (config) fusername Admin secret adminZpabh

R2tconfigls  Miouelille

Verificamos que exista una entrada de configuracion de red para R2 y una
entrada de configuracion de usuario para "Admin2"

B TACACS+ Server — O >
-~
Physical Config Services Desktop Programming Attributes
I
SERVICES

HTTP

DHCP Service ® on (O off Radius Port 1812 |
DHCPwE

TFTP Network Configuration

B Client Name | | Cliente | |
SYSLOG

B Secret | | ServerType | Radius ~

NTP Client Name Client IP Server Type Key

EMAIL

= 1 RZ 192.188.2.1 Tacacs tacacspass Add

IoT
VM Management

= Save
Radius EAP

Remove

User Setup
Username Password
Username Password |
- _—
1 Admin2 admin2pass I Add
Miauelillo N |

Configuramos la direccion IP y la clave secreta del servidor AAA TACACS en R2

B2 (config) faaa new-model

B2 {config) #aaa authentication login default group tacacst local
B2 {config) #tacacs—server host 15%2.1€8.2.2

B2 ({config) #tacacs—server key tacacspakbhb

B2 (config) g Hiﬂuﬂli“ﬂ

Habilitamos AAA en R2 y configuramos todos los inicios de sesion para
autenticarse utilizando el servidor AAA

B2 {config) g#line con 0O
B2 (config-line)#login authentication default

R2 (config-line) 2 Migpuelilln

Pagina3|6



RAO3 PRACTICA 0AC MIGUEL LILLO ROMERD

Guardamos la configuracion y reiniciamos para probarlo

[ D T T R

Rigwrite

Building configuration...

[CE]

Rifreload

Proceed with reload? [:nnfirmﬂ

Miguelillo

Vemos el inicio de sesioén

F2fshow aaa sessions
Total sessions since last reload: 1
Session Id:1l
Unigue Id:1l
User Hame:Bdminl
IF Rddress:0.0.0.0
Idle Time: 0O
€T Call Handle: 0

R2¢ Miauelillo
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b) Parte 2

Solucién:

Configuramos un nombre de usuario local como "Admin3" con una contrasefia
secreta de "admin3pa55"

B3 ({config) fusername Bdmin3d secret admin3dpabh

B2 {config) g Hi"“&““ﬂ'

Verificamos la configuracién del servidor radius

(B RADIUS Server — O
Physzical Config Services Desktop Programming Attributez
L]
SERVICES f s
HTTP
DHCP Service ® on O off Radius Port 1645 |
DHCPvE
TFTP Metwork Configuration
DNS Client Name | | cliente | |
SYSLOG
Secret | | ServerType | Radius e
NTP Client Hame Client IP Server Type Key
EMAIL ) :
= 1 R3 182.168.2.1 Radiug radiuspass Add

IoT
VM Management

; Save
Radius EAP

Remave

User Setup
Username Password
Username Password
1 Admin3 admin3pass Add
Miauelillo

Configuramos la direccion IP y la clave secreta del servidor AAA RADIUS en R3

B3 {config) #aaa new-model

B2 ({config)#aaa authentication login default group radius local
B2 ({config) #radius-server host 152 _1s23.3_2

B3{config) $radius—-server key radiuspakh

B3 (config) ¢ Miauelillo

Configuramos la autenticacién AAA para el acceso a la consola en R3

Bi{config)#line con O
R {config-line) #login authentication default

B3 (config-line) g Hiﬂ“ﬂuuﬂ
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Guardamos y reiniciamos

B3fwrite

Building configuration. ..

[OE]

BE3freload

Froceed with reload? [cnnfirm]l

Miauelillo

Probamos y verificamos la conexion

Username: Rdmin3
Password:
Bizen
Password:
BE3gshow aaa sess
R3gshow aaa sessions
Total sessions since last reload: 1
Session Id:2
Unigue Id:2
User Name:-bdmin3
IPF Rddress:0.0.0.0
Idle Time: 0
CT Call Handle: O

234 Minuelillo

Verificamos la practica

Activity Results

Congratulations Guest! You completed the activity.

Ovwerall Feedback Assessment kems Connectivity Tests
I

Time Elapged: 00:44:01

Expand/Collapse All | Show Incorrect kems Score (8B
ftem Count 1 8/8
Azzesament tems £ | Status Points Component(s) Feedback
= Metwork Component Hems/Total Score
- R2 Other &3 8i8
- AAA
. - Authentication 0 Other
i e’ Authen Command 1 Correct 1 Other
: Lo New-model Correct 1 Other
= Console Line 0 Other
. e’ AAAMethod ListName Correct 1 Other
= User Hames 0 Other
e (deprecated) Username Correct 1 Other
=+ R3
- AAA
i [ Authentication 0 Other
i i.g” Authen Command 1 Correct 1 Other
: & MNew-model Correct 1 Other
- Console Line 0 Other
. e’ AAAMethod ListName Correct 1 Other
=} User Hames 0 Other
L (deprecated) Username Correct 1 Other
Miauelillo
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